@ centrestack APIDocumentation

Introduction

The CentreStack APl is provided as a .Net Windows Communication Foundation (WCF) Service and is installed by default
with each CentreStack deployment.

Connection Endpoint: https://nodel.example.com/namespace/n.svc/

* Host : node1.example.com this the DNS name of your node that will have API service running. If you have multiple nodes
in the same CentreStack server farm, all of the worker nodes have the capability to service the API.

¢ |[IS Application Name: "namespace" - this is the literal name of the application that runs the .Net WCF Service

e n.svc : this is the .Net WCF Service end-point
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1 - How to Read the Syntax
1.a - Hello World

To execute API calls, submit an HTTP request using the specified HTTP Verb (in this case "GET"). The first part of the URL is
always your domain name followed by the Endpoint URL (in this case, itis "/namespace/n.svc/helloworld/").

Many API calls also require the user to submit data to the server. In most cases, the data type for the request data is XML
and the response type is JSON (Javascript Object Notation, butin this case, the response is XML as indicated by the
Response-Format).

This APl Endpoint can be used as a quick check to see if the APl is live. Typing the URL end point in web browser address
bar will show the service status directly in browser. If https is used, it can be used to test whether the SSL certificate was
installed successfully.

Request:

* Endpoint URL: /namespace/n.svc/helloworld/
* HTTP-Method: GET

* Response Format: application/xml

e Body:

Not applicable



Response:

<string xmlns="http://schemas.microsoft.com/2003/10/Serialization/">

Hello World @ namespace @http://nodel.example.com/namespace/n.svc/helloworld @
aeef8314-f40a-4115-8393-9a04ddb125a0 @ ::1

</string>

2 - Authentication
2.a-Logln

Generates a cookie string (aka token) that is required to be passed in the header (x-glad-token) of all authenticated API
calls.

Request:
¢ Endpoint URL: /namespace/n.svc/jsonlogin/
e HTTP-Method: POST
* Response Format: application/json
* Headers:
°o Content-Type: application/xml
e Body:

o JsonLogin: XML Object containing the following properties.
o username: This is usually the email of the first user that was created (aka. the administrator)
o password: Plain text password

<?xml version="1.0" encoding="UTF-8"?>
<JsonLogin xmlns="http://tempuri.org/">
<username>admin@example.com</username>
<password>test</password>

</JsonLogin>
Response:

{
"JsonLoginResult":
{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": "",
"CurrentChangeId": 636517091218360650,
"Cookie":

"r6Z20Xibe6NaI9FStoH35104pbWNzAnstGhJOfx7GToPGCdzLagN6KaRchbOH81KaX+evzpuQlmioxuX1liriiIh
6RwzLSXJPwfG43owo9wtmUoeWD",

"NSEndPoint": "http://nodel.example.com/namespace/n.svc/",

"LSEndPoint": "http://nodel.example.com:8080/1localstor/n.svec/",

"RelayServer": null,

"Hours": 12,




"User": {

"AddOn": "",

"FirstName": "Default",

"LastName": "Cluster Admin",

"Email": "admin@example.com",

"LastVisit": "/Date(1514316972823-0500)/",
"Created": "/Date(1514298972820-0500)/",
"AssignedServer": "S$SLBSS",

"UserGuid": "e5022bd4-48d0-4fff-a78a-1f00c80aebla",
"IsAdmin": true,

"IsGuest": false,

"IsDeleted": false,
"IsRootAdmin": true,

"Quota": 0,
"QuotaUsed": 0,
"ProductType": "GCD",
"HasStorage": true,

"SnapshotBackup": true,
"MountCloudStorage": false,

"DenyAcl": "",

"OwnerRight": "",

"ReadRight": ",
"ShareRight": "",
"WriteRight": "",
"EnforceQuotaOnClient": false,
"Edition": "team",

"ADDomain": "",

"DeleteRight": "",
"ListRight": "",

"MemberOf": "",

"Description": "",

"sid": "",

"IsADUser": false,

"UserType": "9379F3BF-16C4-4B24-8FF7-5164142F0R47",
"DisableClientSideCache": false,
"IsBizAccount": false,
"IsPersonalAccount": false,
"InstanceId": "",
"ForceVersioned": false,
"ForceOffline": false,
"EncId": "",
"TeamFolderOwner": false,
"CreateByEmail": ""

}y

"ForceVersioned": false,
"PortalServer": "http://localhost/portal/",
"SvrVersion": 224961121,
"SvrVersionl": 224961121,
"ZoneLogin": false,
"BrandingProductName": "CS",
"KeepCmdChannel": false,
"SupportFolderSetLastModified": true,
"SupportSetLastModified": true,
"WCVersion": ""

}

}



2.b - Log Out

Expires the current authentication cookie.

Request:

¢ Endpoint URL: /namespace/n.svc/jsonlogout/
* HTTP-Method: POST
* Response Format: application/json
* Headers:
o x—-glad-token: [Cookie value from jsonlogin here]
¢ Body:
Not applicable

Response:
{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
llcontext2". nn

}

3 - Files and Folders Management

3.a - Listing Functions
3.a.1 - List All Files and Folders

Gets a list of folder and file objects containing information and permissions necessary to assemble the file browser tree on
the web portal.

Request:

¢ Endpoint URL: /namespace/n.svc/jsondir/
e HTTP-Method: GET

* Response Format: application/json

* Headers:

o x—-glad-token: [Cookie value from jsonlogin here]
o x-glad-altpath: [relative path to the root. Example: “documents/”]

e Body:

Not applicable



Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": "",

"SupportWebChunk": true,
"ViewOnly": false,
"Path": null,

"Marker": null,

"DisableVersionedFolder": false,
"IsTruncated": false,
"Contents":

[

{
"LastDeleteTick": 0,
"LastDeleteUserId": null,

"Owner": false,
"SPVendorDataEx": "",
"IsFolder": true,

"Key": "My Normal Folder",

"LastModified": "2017-11-10 15:55:282",
"ETag": "376404065",

"Size": 0,
"IconClass": "",
"Context": null,
"Version": O,
"LastOp": "u",

"OrigKey": null,
"Attribute": O,
"spip". "",
"AliasLocation": "",
"ResolvedPath": "",
"SPVendorData”™: "",
"EDTTag": "",
"AccessControl": 3,
"Perm": 120,
"VersionCount": O,

"LastUpdaterGuid": "00000000-0000-0000-0000-000000000000",

"LastUpdateUserName": "",
"Ext": "",

"ItemVendorData": "",

"Faved": false,
"HasRealVersion": false,
"InplaceOpen": false,
"LocalOnly": false,
"NTFSCanWrite": true,
"SupportCut": true,
"SupportFolderTimeStamp": true,
"SupportMove": true,
"SupportPreview": false,
"LastUpdateSec": O,
"LastUpload": "2017-11-10 15:55:182"

}y




{

"LastDeleteTick":
"LastDeleteUserId":

"Owner": false,

"SPVendorDataEx":

"IsFolder":
"Key":
"LastModified":
"ETag":
"Size": O,
"IconClass":
"Context": null,
"Version": O,
"LastOp": "u",
"OrigKey": null,
"Attribute": O,
"spip". "",
"AliasLocation":
"ResolvedPath":
"SPVendorData":
"EDTTag": ""
"AccessControl":
"Perm": 120,
"VersionCount":

mnmn
r

"LastUpdaterGuid":

0,
null,

mwn
’

true,
"43811DCD-8C5A-4EF9-B903-2EEA9SCES88487",

"2018-01-19 20:03:02z",

"-1732251141",

min
14

3,

0,

"LastUpdateUserName": ,

"Ext":

mww
14

"ItemVendorData":

"Faved": false,

"HasRealVersion":
false,
false,

"InplaceOpen":
"LocalOnly":
"NTFSCanWrite":
"SupportCut":

"SupportMove":

"LastUpdateSec":
"LastUpload":
}I

{

"LastDeleteTick":
"LastDeleteUserId":

"Owner": false,

"SPVendorDataEx":
false,

"IsFolder":
"Key": "My File.
"LastModified":
"ETag":
"Size": 424199,
"IconClass": "",
"Context": null,
"Version": O,
"LastOp": "u",
"OrigKey": null,
"Attribute": O,

mwn
’

false,

true,
true,
"SupportFolderTimeStamp":

true,

true,
"SupportPreview":

false,
0,

"2018-01-19 15:51:19z"

0,
null,

mwn
14

jpg",
"2017-11-13 18:43:272",

"53657755",

"00000000-0000-0000-0000-000000000000™,




"SpPID": "",

"AliasLocation": "",
"ResolvedPath": "",
"SPVendorData": "",
"EDTTag": "",

"AccessControl": 3,

"Perm": 120,

"VersionCount": O,
"LastUpdaterGuid": "00000000-0000-0000-0000-000000000000",
"LastUpdateUserName": "",
"Ext": "M,

"ItemVendorData": "",

"Faved": false,
"HasRealVersion": false,
"InplaceOpen": false,
"LocalOnly": false,
"NTFSCanWrite": true,
"SupportCut": true,
"SupportFolderTimeStamp": true,
"SupportMove": true,
"SupportPreview": false,
"LastUpdateSec": O,
"LastUpload": "2018-01-19 20:36:342"
by

{

"LastDeleteTick": 0,
"LastDeleteUserId": null,

"Owner": false,

"SPVendorDatakEx": "",

"IsFolder": true,

"Key": "My Team Folder",

"LastModified": "2017-12-26 12:35:592",

"ETag": "",

"Size": 0,

"IconClass": null,

"Context": "<StorageDescriptor><Name>My Team Folder</Name><Guid>{5F2D946D-EBE5-45ee-
8F6E-

EC37E9CDFEBS5}</Guid><Endpoint>http://localhost:8080/1localstor/n.svc/</Endpoint><HostId>
{8C1737B4-0778-4594-91CD-
C6DD0511C6ES5}</HostId><LocalMode>Versioned</LocalMode><VendorData>{8C1737B4-0778-4594-
91CD-

C6DD0511C6ES} :Versioned:Web:web:\\TeamFolder</VendorData><Loc>Web:TeamFolder</Loc></Sto
rageDescriptor>",

"Version": O,

"LastOp": "u",

"OrigKey": null,

"Attribute": 6,

"SPID": "5f2d9%46d-ebe5-45ee-8fbe-ec37e9cdfeb5",

"AliasLocation": "",

"ResolvedPath": "",

"SPVendorData": "{8C1l737B4-0778-4594-91CD-
C6DD0511C6ES} :Versioned:Web:web:\\TeamFolder",
"EDTTag": "",

"AccessControl": 3,

"Perm": 120,
"VersionCount": O,




"LastUpdaterGuid": "00000000-0000-0000-0000-000000000000",

"LastUpdateUserName": "",
"EXt" : " ",
"ItemVendorData": "",
"Faved": false,
"HasRealVersion": false,

"InplaceOpen": false,
"LocalOnly": false,
"NTFSCanWrite": true,
"SupportCut": false,
"SupportFolderTimeStamp": true,

"SupportMove": true,
"SupportPreview": false,
"LastUpdateSec": O,
"LastUpload": ""

}I

{

"LastDeleteTick": 0,
"LastDeleteUserId": null,

"Owner": false,

"SPVendorDataEx": "",

"IsFolder": true,

"Key": "My Versioned Folder",

"LastModified": "2018-01-17 17:53:042",

"ETag": "",

"Size": 0,

"IconClass": null,

"Context": "<?xml version=\"1.0\" encoding=\"utf-8\"?><StorageDescriptor><Name>My

Versioned Folder</Name><Guid>5f2d946d-ebe5-45ee-8f6e-
ec37e9cdfeb5</Guid><Endpoint>http://localhost:8080/1localstor/n.svc/</Endpoint><ServiceT
ype>0</ServiceType><Quota>0</Quota><Expire>9999-12-31 23:59:597</Expire><NameAlias
/><Bucket /><VendorData>{8C1737B4-0778-4594-91CD-

C6DD0511C6ES} :Versioned:Web:web:\\TeamFolder</VendorData><Loc>Web:TeamFolder</Loc><Loca
1Mode>Versioned</LocalMode><HostId>{8C1737B4-0778-4594-91CD-
C6DD0511C6ES}</HostId><Versioned>false</Versioned><InplaceVersioned>false</InplaceVersi
oned><IsDir>false</IsDir><DataAtRestEncryption>false</DataAtRestEncryption></StorageDes
criptor>",

"Version": O,

"LastOp": "u",

"OrigKey": null,

"Attribute": 6,

"SPID": "5f2d9%46d-ebe5-45ee-8fbe-ec37e9cdfeb5",

"AliasLocation": "",

"ResolvedPath": "",

"SPVendorData": "{8C1737B4-0778-4594-91CD-

C6DD0511C6ES} :Versioned:Web:web:\\TeamFolder",

"EDTTag": "",

"AccessControl": 3,

"Perm": 120,

"VersionCount": O,

"LastUpdaterGuid": "00000000-0000-0000-0000-000000000000",

"LastUpdateUserName": "",

"Ext": """,

"ItemVendorData": "",

"Faved": false,

"HasRealVersion": false,




"InplaceOpen": false,
"LocalOnly": false,
"NTFSCanWrite": true,
"SupportCut": false,
"SupportFolderTimeStamp": true,
"SupportMove": true,
"SupportPreview": false,
"LastUpdateSec": 0,
"LastUpload": ""

by

I

"Quota": 0,

"Used": 151324703,
"CanRead": true,

"CanWrite": true,
"CanWriteFile": true,
"IsGuest": false,

"Perm": 120,
"ChangeVer": 340377093,
"DChangeVer": 348128546,
"HasDeleted": true,
"SupportPurge": true,
"Versioned": false,
"HasSupportPreviewFile": false,
"NTFSCanWrite": true,
"FolderSize": 0,
"ITtems": O,
"TotalItems": O

}

3.a.2 - Search for Files and Folders

Gets a list of folder and file objects matching the x-glad-filter header.
Request:

* Endpoint URL: /namespace/n.svc/jsondir/

e HTTP-Method: GET

* Response Format: application/json

* Headers:

o x—-glad-token: [Cookie value from jsonlogin here]
o x-glad-filter: [search string + “"names”25”. Example: “screenshot”names”"25"]

e Body:
Not applicable

Response:

{
"Success":true,
"Reason" : mwwn ,
"Context":"",
"Contextl":"",
"Context2":"",




"SupportWebChunk":true,
"ViewOnly":false,
"Path":null,
"Marker":null,
"DisableVersionedFolder":false,
"IsTruncated":false,
"Contents":

[

{

"LastDeleteTick": 0,
"LastDeleteUserId": null,
"Owner":false,
"SPVendorDataEx":"",
"IsFolder":false,
"Key":"my screenshot.jpg",
"LastModified":"Monday, November 20, 2017 1:50 PM",
"ETag":null,
"Size":4006497,
"IconClass":"",
"Context":null,
"Version":0,

"LastOp":"u"
"OrigKey":null,
"Attribute":0,

lISPID" : mwn ,
"AliasLocation":"screen2.jpg",
"ResolvedPath":"",
"SPVendorData":"",

"EDTTag" : mwn ,
"AccessControl":3,

"Perm":120,

"VersionCount":0,
"LastUpdaterGuid":"00000000-0000-0000-0000-000000000000",
"LastUpdateUserName":"",
"Ext":"jpg",
"ItemVendorData":"",
"Faved":false,
"HasRealVersion":false,
"InplaceOpen":false,
"LocalOnly":false,
"NTFSCanWrite":true,
"SupportCut":true,
"SupportFolderTimeStamp":false,
"SupportMove":true,
"SupportPreview":true,
"LastUpdateSec":636467826210000000,
"LastUpload":""

}

I

"Quota":0,

"Used":151324703,

"CanRead" :true,
"CanWrite":false,
"CanWriteFile":false,
"IsGuest":false,

"Perm":104,




"ChangeVer":340377093,
"DChangeVer":349919671,
"HasDeleted":false,
"SupportPurge":true,
"Versioned":false,
"HasSupportPreviewFile":true,
"NTFSCanWrite":true,
"FolderSize":10233200,
"Ttems":25,
"TotalItems":0

}

3.b - Folder Management

3.b.1 - Get Folder Information

Gets information regarding user quota, access permissions, folder types, etc.

Request:

* Endpoint URL: /namespace/n.svc/getfolderinfo
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml

o x—-glad-token: [Cookie value from jsonlogin here]

o x-glad-altpath: [The name of the new folder, relative to the root. Example:
“documents/myfolder”]

e Body:

o GetFolderinfo: XML Object containing the following properties.
o Path: Leave empty, pass the folder path in the x-glad-altpath header instead.

<?xml version="1.0" encoding="UTF-8"?>
<GetFolderInfo xmlns="http://tempuri.org/">
<Path></Path>

</GetFolderInfo>

Response:

<GetFolderInfoResponse xmlns="http://tempuri.org/">
<GetFolderInfoResult xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">
<Success xmlns="">true</Success>

<Reason xmlns=""/>

<Context xmlns=""/>

<Contextl xmlns=""/>

<Context2 xmlns=""/>

<FolderQuota xmlns="">0</FolderQuota>

<FolderUsed xmlns="">0</FolderUsed>

<CanRead xmlns="">true</CanRead>

<CanShare xmlns="">true</CanShare>

<IsTeamFolder xmlns="">false</IsTeamFolder>
<Subsrcibed xmlns="">false</Subsrcibed>




</GetFolderInfoResult>
</GetFolderInfoResponse>

3.b.2 - Create a Folder

Gets information regarding user quota, access permissions, folder types, etc.
Request:

¢ Endpoint URL: /namespace/n.svc/jsondir

e HTTP-Method: PUT

* Response Format: application/json

* Headers:

o x—-glad-token: [Cookie value from jsonlogin here]
o x-glad-altpath: [The name of the new folder, relative to the root. Example:
“documents/mynewfolder”]

e Body:
Not applicable

Response:

{

"Success": true,
llReason" . mwn

. ’
"Context": "",
"Contextl": "",
llConteXtZIl - mwn

}

3.b.3 - Move or Copy All Files in a Folder

Moves or copies all the files in a folder to a new destination. Both the folder and the destination must exist at the time of
the request. If the x-glad-copyonly parameter is set to false, the files will be moved. If the x-glad-copyonly parameter is set
to true, the files will be copied.

Request:

* Endpoint URL: /namespace/n.svc/jsonmovefolderfiles/
* HTTP-Method: PUT

* Response Format: application/json

* Headers:

o x—-glad-token: [Cookie value from jsonlogin here]

o x-glad-altpath: [The source folder. Example: “documents/mysourcefolder”]

o x—glad-newname: [The destination folder. Example: “documents/mydestinationfolder”]
o x-glad-copyonly: [Boolean. Example: true or false]

Response:

{

"Success": true,
"Reason": ll",

"Context": "",




"Contextl": "",
"Context2": ""

}

3.b.4 - Delete a Folder

Deletes a folder. This command only deletes the end folder so for example, if you delete “documents/myfolder”, only
“myfolder” gets deleted. The “documents” folder is left intact.

Request:

* Endpoint URL: /namespace/n.svc/jsondir/
* HTTP-Method: DELETE

* Response Format: application/json

* Headers:

o x—-glad-token: [Cookie value from jsonlogin here]
o x—-glad-altpath: [The name of the folder that you want to delete, relative to the
root. Example: “documents/myfolder”]

¢ Body:
Not applicable

Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": ""

}

3.b.5 - Subscribe to Folder Change Events

Subscribes the current logged in user to receive email notifications for file-change events.
Request:

* Endpoint URL: /namespace/n.svc/jsonsubscribetofolderchange/

e HTTP-Method: GET

* Response Format: application/json

* Headers:

o x—-glad-token: [Cookie value from jsonlogin here]
o x—-glad-altpath: [The name of the folder that you want to subscribe to, relative to
the root. Example: “documents/myfolder”]

e Body:
Not applicable

Response:

{

"Success": true,




"Reason'l: "",
"Context": "",
"Contextl": "",
"Context2": ""

}

3.b.6 - Unsubscribe to Folder Change Events

Unsubscribes the current logged in user from email notifications for file-change events.
Request:

* Endpoint URL: /namespace/n.svc/jsonunsubscribetofolderchange/

e HTTP-Method: GET

* Response Format: application/json

* Headers:

o x—-glad-token: [Cookie value from jsonlogin here]
o x-glad-altpath: [The name of the folder that you want to subscribe to, relative to
the root. Example: “documents/myfolder”]

e Body:
Not applicable

Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": ""

}

3.c - File Management

3.c.1 - Get File Information

Gets basic information about a file, such as upload and modification dates, size (in bytes), owner ID, file ID, etc.
Request:

* Endpoint URL: /namespace/n.svc/jsonfileinfo/

* HTTP-Method: GET

* Response Format: application/json

* Headers:

o x—-glad-token: [Cookie value from jsonlogin here]
o x-glad-altpath: [The name of the file relative to the root. Example:
“documents/myFile.txt”]

¢ Body:

Not applicable




Response:

{

"Success": true,

"Reason": "",

"Context": "",

"Contextl": ™"

"Context2": "",

"FileKey": "DETA72C96C727463057864A8F19ECBE4",
"FileName": "myFile.txt",

"FullPath": "documents/myFile.txt",

"OwnerId": "e5022bd4-48d0-4fff-a78a-1f00c80aebla™,
"FileExist": true,

"LastUpload": "1/31/2018 1:55:42 pM",

"Size": 18,

"ETag": null,

"LastModified": "2010-01-10 04:08:00z",
"IsFolder": false

}

3.c.2 - Move or Copy a File

Moves a file. Please note that files that have been shared or locked will return an error. If the x-glad-copyonly parameter is
set to false, the file will be moved. If the x-glad-copyonly parameter is set to true, the file will be copied.

Request:

* Endpoint URL: /namespace/n.svc/jsonmove/
* HTTP-Method: PUT

* Response Format: application/json

* Headers:

o x—-glad-token: [Cookie value from jsonlogin here]

o x—-glad-altpath: [The name of the file that you want to copy or move,
root. Example: “documents/myFile.txt”]

o x—-glad-newname: [The destination path,
“documents/somefolder/myFile.txt”]

o x-glad-copyonly: [Boolean. Example:

relative to the

relative to the root. Example:

true or false]
¢ Body:
Not applicable

Response:

{

"Success": true,
"Reason": ll",
"Context": "",
"Contextl": "",
"Context2":

}

3.c.3 - Delete a File

Deletes a file. Please note that files that have been shared or locked will return an error.




Request:

¢ Endpoint URL: /namespace/n.svc/jsonfile/
e HTTP-Method: DELETE

* Response Format: application/json

* Headers:

o x—-glad-token: [Cookie value from jsonlogin here]
o x-glad-altpath: [The name of the file that you want to delete, relative to the root.
Example: “documents/myFile.txt”]

e Body:
Not applicable

Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": ""

}

3.c.4 - Rename a File

Renames afile. Please note that the x-glad-altpath header should be relative to the root, such as documents/myFile.txt.
On the other hand, the name parameter that goes in the URL should be the file name only, such as myRenamedFile.txt.
Files that have been shared or locked will return an error.

Request:

* Endpoint URL: /namespace/n.svc/jsonrename/?name=myRenamedFile.txt
name: [The new file name]

* HTTP-Method: PUT

* Response Format: application/json

* Headers:

o x—-glad-token: [Cookie value from jsonlogin here]
o x-glad-altpath: [The name of the file that you want to rename, relative to the root.
Example: “documents/myFile.txt”]

e Body:

Not applicable

Response:

{

"Success": true,
"Reason": ll",
"Context": "",

"Contextl": "",




"Context2": ""

}

3.c.5 - See Who Has a Lock on a File

Returns a tab-separated (\t) string containing the username and email, host name or user ID, tenant ID, and file path (pre-
pended with the tenant ID). The string is returned in the Reason property of a successful response.

Request:

* Endpoint URL: /namespace/n.svc/jsonwhohaslock
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml

o x—-glad-token: [Cookie value from jsonlogin here]

o x—-glad-altpath: [The name of the file to get the lock for, relative to the root.
Example: “documents/Budget.docx”]

¢ Body:

o JsonWhoHasLockFile: XML Object containing the following properties.
o Path: Leave empty, pass the file path in the x-glad-altpath header instead.

<?xml version="1.0" encoding="UTF-8"?>
<JsonWhoHasLockFile xmlns="http://tempuri.org/">
<Path></Path>

</JsonWhoHasLockFile>

Response:

{

"Success": true,

"Reason": "Example User (exampleuser@example.com)\tweb\t80955bc7-b181-4f84-9179-
4f32afe391lad \t80955bc7-b181-4£84-9179-4f32afe391ad:Budget.docx",

"Context": "",

"Contextl": "",

"Context2™: ""

}

3.c.6 - Lock a File

Locks a file given the token of a logged in user. When afile is locked, other users cannot modify the file. An XML body is
required, for backward compatibility, but the path of the file should be passed in the header. You can simply pass the XML
object with no value for the Path property.

Request:

* Endpoint URL: /namespace/n.svc/jsonlockfile
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here. In this case, you want to pass the
Cookie of the user who will be locking the file.]




o x-glad-altpath: [The path to the file, relative to the root. Example:
Documents/MyFile.docx]

e Body:

o JsonDistributedLockFile: XML Object containing the following properties.
o Path: Leave empty, pass the file path in the x-glad-altpath header instead.

<?xml version="1.0" encoding="UTF-8"?>
<JsonDistributedLockFile xmlns="http://tempuri.org/">
<Path></Path>

</JsonDistributedLockFile>

Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": ""

}

3.c.7 - Unlock a File

Unlocks a file given the token of a logged in user. When a file is unlocked, it becomes available for editing to other users.
An XML body is required, for backward compatibility, but the path of the file should be passed in the header. You can
simply pass the XML object with no value for the Path property.

Request:

* Endpoint URL: /namespace/n.svc/jsonunlockfile
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml

o x—-glad-token: [Cookie value from jsonlogin here. In this case, you want to pass the
Cookie of the user who will be unlocking the file.]

o x-glad-altpath: [The path to the file, relative to the root. Example:
Documents/MyFile.docx]

e Body:

o JsonDistributedUnLockFile: XML Object containing the following properties.
o Path: Leave empty, pass the file path in the x-glad-altpath header instead.

<?xml version="1.0" encoding="UTF-8"?>
<JsonDistributedUnLockFile xmlns="http://tempuri.org/">
<Path></Path>

</JsonDistributedUnLockFile>

Response:

{

"Success": true,
"Reason": ll",

"Context": "",




"Contextl": "",
"Context2": ""

}

3.c.8 - Get Versions List for a File

Gets an XML object containing information about every change that was made to a file.
Request:

¢ Endpoint URL: /namespace/n.svc/getverlist

e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml

o x—-glad-token: [Cookie value from jsonlogin here.]

o x-glad-altpath: [The path to the file, relative to the root. Example:
Documents/MyFile.docx]

e Body:

o GetVersionList: XML Object containing the following properties. Leave empty, pass the file path in the x-glad-altpath
header instead.

<?xml version="1.0" encoding="UTF-8"7?>
<GetVersionList xmlns="http://tempuri.org/">
</GetVersionList>

Response:

<GetVersionlListResponsexmlns="http://tempuri.org/">
<GetVersionListResultxmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">
<Success xmlns="">true</Success>

<Reason xmlns=""/>

<Context xmlns=""/>

<Contextl xmlns=""/>

<Context2 xmlns=""/>

<VersionList xmlns="">

<FileVersionNode>

<Key>myFile.txt</Key>

<LastModified>2018-01-26 15:37:00Z</LastModified>
<VersionModifyTime>2018-01-26 15:37:10Z</VersionModifyTime>
<ETag>664903220</ETag>

<Size>11</Size>

<Contexti:nil="true"/>

<Version>225811830</Version>

<LastOp>109</LastOp>
<OrigKey>myFile.txt@m#225811830%e5022bd4-48d0-4fff-a78a-1£f00c80ae6la</OrigKey>
<EDTTag>225811830</EDTTag>
<UpdateUid>e5022bd4-48d0-4fff-a78a-1f00c80aebla</UpdateUid>
<UpdateDisplayName>Default Cluster Admin (admin@example.com)</UpdateDisplayName>
</FileVersionNode>

<FileVersionNode>

<Key>myFile.txt</Key>

<LastModified>2018-01-26 15:36:467</LastModified>




<VersionModifyTime>2018-01-26 15:36:54Z</VersionModifyTime>
<ETag>1148482987</ETag>

<Size>10</Size>

<Contexti:nil="true"/>

<Version>225811814</Version>

<LastOp>109</LastOp>
<OrigKey>myFile.txt@m#2258118147e5022bd4-48d0-4fff-a78a-1£00c80aebla</OrigKey>
<EDTTag>225811814</EDTTag>
<UpdateUid>e5022bd4-48d0-4fff-a78a-1f00c80aebla</UpdateUid>
<UpdateDisplayName>Default Cluster Admin (admin@example.com)</UpdateDisplayName>
</FileVersionNode>

<FileVersionNode>

<Key>myFile.txt</Key>

<LastModified>2018-01-26 15:36:2672</LastModified>
<VersionModifyTime>2018-01-26 15:36:397Z</VersionModifyTime>
<ETag>-619372383</ETag>

<Size>11</Size>

<Contexti:nil="true"/>

<Version>225811799</Version>

<LastOp>109</LastOp>
<OrigKey>myFile.txt@m#225811799%e50220bd4-48d0-4fff-a78a-1£f00c80ae6la</OrigKey>
<EDTTag>225811799</EDTTag>
<UpdateUid>e5022bd4-48d0-4fff-a78a-1f00c80aebla</UpdateUid>
<UpdateDisplayName>Default Cluster Admin (admin@example.com)</UpdateDisplayName>
</FileVersionNode>

</VersionList>

<CanWrite xmlns="">true</CanWrite>

</GetVersionListResult>

</GetVersionListResponse>

3.c.9 - Restore a File

Restore a file to an earlier version.

Request:

* Endpoint URL: /namespace/n.svc/restorefile
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml

o x—-glad-token: [Cookie value from jsonlogin here.]

o x-glad-altpath: [The path to the file, relative to the root. Example:
MyVersionedFolder/MyFile.docx]

e Body:

o RestoreFile: XML Object containing the following properties.
o Path: Leave empty, pass the file path in the x-glad-altpath header instead.

<?xml version="1.0" encoding="UTF-8"?>
<RestoreFile xmlns="http://tempuri.org/">
<Path></Path>

</RestoreFile>




Response:

<RestoreFileResponsexmlns="http://tempuri.org/">
<RestoreFileResultxmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">
<Successxmlns="">true</Success>

<Reasonxmlns=""/>

<Contextxmlns=""/>

<Contextlxmlns=""/>

<Context2xmlns=""/>

</RestoreFileResult>

</RestoreFileResponse>

3.c.10 - Mark a File as Favorite

Marks afile so it appears in the File Browser list of favorite files.
Request:

* Endpoint URL: /namespace/n.svc/jsonsetfilefav/

e HTTP-Method: POST

* Response Format: application/json

* Headers:

o x—-glad-token: [Cookie value from jsonlogin here.]

o x—glad-setfav: [l or 0 to mark as favorite or not respectively.]

o x-glad-altpath: [The path to the file, relative to the root. Example:
MyVersionedFolder/MyFile.docx]

e Body:
Not applicable

Response:

{

"Success": true,
llReason". mwn

. 7
"Context": "",
"Contextl": "",
llConteXtZIl - mwn

}

3.c.11 - Upload a File

Uploads afile to the cloud server via the HTTP PUT protocol.
Request:

* Endpoint URL: /storage/proxiedupload.up

e HTTP-Method: PUT

* Headers:

o x—-glad-token: [Cookie value from jsonlogin here.]
o x—-glad-altpath: [The destination path of the file that you want to upload, relative
to the root. Example: documents/MyPicture.png]

e Body:




The raw binary file payload.

Response:

You should get a 200-OK response status if the file was uploaded successfully.

3.c.12 - Download a File

Downloads a file from the cloud server via the HTTP GET protocol.
Request:
* Endpoint URL: /storage/download.dn/f=[PATHHERE]

o f: [the path to the file, relative to the root. Be sure to properly URL encode this
querystring variable. Example:
http://localhost/storage/u.svc/download.dn?f=%2fAsia+Characters$MyFile.pdf]

* HTTP-Method: PUT
* Response Format: application/json
* Headers:
o x—-glad-token: [Cookie value from jsonlogin here.]
¢ Body:
The raw binary file payload.

Response:

The response is the raw binary file with a 200-OK response status.

4 - Sharing and Collaboration

4.a - Collaboration Management

4.a.1 - Get Team Folders Information

Retrieves an array of ShareList objects that represent the list of Team Folders for a specific Tenant.
Request:

* Endpoint URL: /namespace/n.svc/jsongetteamfolders

* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o GetTeamFolders: XML Object containing the following properties.
o Tenantld: The Global Unique Identifier (GUID) string of your Tenant. Example: 3191c0a3-8b39-4440-94f9-6¢c189e8f3a21



<?xml version="1.0" encoding="UTF-8"?>
<GetTeamFolders xmlns="http://tempuri.org/">
<TenantId>af383e45-279a-47fl-ab5f-2fdad97b8264</TenantId>

</GetTeamFolders>
Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": "",
"ShareList":

[

{
"ShareUid": "ffeeb5eal-ebbb-4eb9-88b1-8£832da702a4",

"ShareName": "TF Test",

"Publisher": "e5022bd4-48d0-4fff-a78a-1£f00c80ae6cla",
"DirLocation": "/TF Test",

"CreateTime": "/Date (1515670526667-0500)/",

"ExpireTime": "/Date (218330078887000-0400)/",
"DomainId": "fee6f7ad-5cf6-4b55-9b4f-7400908be0ff",
"CanEdit": true,

"DisableCache": false,

"EnableCifs": true,

"EnableSharing": true,

"HideDenied": false,

"ImportAllowedUser": false,

"SyncPerm": false,

"WebOnly": false,

"WhiteIPList": null

}

]

}

4.a.2 - Create a Team Folder

Retrieves an array of ShareList objects that represent the list of Team Folders for a specific Tenant.
Request:

e Endpoint URL: /namespace/n.svc/jsoncreateteamfolderfortenant

* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o CreateTeamFolderForTenant: XML Object containing the following properties.
o Tenantld: The Global Unique Identifier (GUID) string of your Tenant. Example: 3191c0a3-8b39-4440-94f9-6¢c189e8f3a21




<?xml version="1.0" encoding="UTF-8"?>

<CreateTeamFolderForTenant xmlns="http://tempuri.org/">
<TenantId>af383e45-279a-47fl-ab5f-2fdad97b8264</TenantId>

<TeamFolderName>[The name of the Team Folder. Example: “My Team Folder 2”]</TenantId>
<DisableShare>[A Boolean indicating whether the collaborators can share the content
with other users. Example: “true” or “false”]</DisableShare>

<DisableCache>[A Boolean indicating whether to disable caching on Desktop Clients, such
as the Windows Client. Example: “true” or “false”]</DisableCache>

<EnableCifs>[A Boolean indicating whether to expose the folder as a share in the local
network. This feature requires the Server Agent software. Example: “true” or
“false”]</EnableCifs>

</CreateTeamFolderForTenant>

Response:

{

"Success": true,

"Reason": "",

"Context": "",

"Contextl": "",

"Context2": "",

"Guid": "57530138-41f5-40e5-90a2-0846bled7daf",
"LapseSeconds": O

}

4.a.3 - Delete a Team Folder

Deletes the Access Control object for a user from a Team Folder.

Request:

* Endpoint URL: /namespace/n.svc/jsondeleteteamfolderfortenant
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o DeleteTeamFolderForTenant: XML Object containing the following properties.
o Tenantld: The Global Unique Identifier (GUID) string of your Tenant. Example: 3191c0a3-8b39-4440-94f9-
6c189e8f3a21

o TeamFolderName: The name of an existing Team Folder. Example: “My Team Folder 2”

<?xml version="1.0" encoding="UTF-8"7?>
<DeleteTeamFolderForTenant xmlns="http://tempuri.org/">
<TenantId>af383e45-279a-47f1-ab5f-2fdad97b8264</TenantId>
<TeamFolderName>My Team Folder 2</TeamFolderName>
</DeleteTeamFolderForTenant>

Response:

{
"Success": true,
"Reason": Il",




"Context": "",
"Contextl": "",
"Context2": ""

}

4.a.4 - Get Access Control List for a Team Folder

Retrieves an array of Access Control objects containing user/permissions information.
Request:

® Endpoint URL: /namespace/n.svc/jsongetteamfolderacls

e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o GetTeamFolderAclsForTenant: XML Object containing the following properties.
o TeamFolderld: The Global Unique Identifier (GUID) string of your Team Folder. Example: af383e45-279a-47f1-ab5f-
2fdad97b8264

<?xml version="1.0" encoding="UTF-8"7?>
<GetTeamFolderAclsForTenant xmlns="http://tempuri.org/">
<TeamFolderId>5db302b7-0881-4bec-ae09-472fd7f14663</TeamFolderId>
</GetTeamFolderAclsForTenant>

Response:

{

"Success": true,

"Reason": "",

"Context": "",

"Contextl": "",

"Context2": "",

"ACLList":

[

{

"PkId": o,

"ShareUid": "ffeebeal-eb5b-4eb9-88b1-8f832da702a4",
"UserUid": "6ec88bal-965b-4749-8dc6-08f5032c400a",
"AllowDeny": true,

"CanWrite": true,

"CanRead": true,
"FirstName": null,
"LastName": null,
"Email": null,
"SID": "x"

}

]

}




4.a.5 - Create Team Folder Collaborator Access Controls for a User

Defines a new Access Control object for a user for a Team Folder’s Collaborators list.

Request:

* Endpoint URL: /namespace/n.svc/jsonaddteamfolderaclfortenant
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o AddTeamFolderAclForTenant: XML Object containing the following properties.

o Tenantld: The Global Unique Identifier (GUID) string of your Tenant. Example: af383e45-279a-47f1-ab5f-2fdad97b8264
o TeamFolderName: The name of an existing Team Folder. Example: My Team Folder 2

o UserGuid: The Global Unique Identifier (GUID) string of the user who you want to add to the Collaborators of the Team
Folder. Example: af383e45-279a-47f1-ab5f-2fdad97b8264

o Owner: A Boolean string indicating whether to promote the user to owner of the folder or not. Example: true or false

o CanRead: A Boolean string indicating whether the user has Read permissions on the folder. Example: true or false

o CanWrite: A Boolean string indicating whether the user has Write permissions on the folder. Example: true or false

<?xml version="1.0" encoding="UTF-8"?>
<AddTeamFolderAclForTenant xmlns="http://tempuri.org/">
<TenantId>af383e45-279a-47fl-ab5f-2fdad97b8264</TenantId>
<TeamFolderName>My Team Folder 2</TeamFolderName>
<UserGuid>80955bc7-b181-4£84-9179-4f32afe391lad</UserGuid>
<Owner>true</Owner>

<CanRead>true</CanRead>

<CanWrite>true</CanWrite>

</AddTeamFolderAclForTenant>

Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": ""

}

4.a.6 - Delete Team Folder Collaborator Access Controls for a User

Defines a new Access Control object for a user for a Team Folder’s Collaborators list.
Request:

* Endpoint URL: /namespace/n.svc/jsondeleteteamfolderaclfortenant
e HTTP-Method: POST

¢ Response Format: application/json

e Headers:




°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o DeleteTeamFolderAclForTenant: XML Object containing the following properties.

o Tenantld: The Global Unique Identifier (GUID) string of your Tenant. Example: af383e45-279a-47f1-ab5f-2fdad97b8264
o TeamFolderName: The name of an existing Team Folder. Example: My Team Folder 2

o UserGuid: The Global Unique Identifier (GUID) string of the user who you want to remove from the Collaborators of the
Team Folder. Example: af383e45-279a-47f1-ab5f-2fdad97b8264

<?xml version="1.0" encoding="UTF-8"?>
<DeleteTeamFolderAclForTenant xmlns="http://tempuri.org/">
<TenantId>af383e45-279a-47fl-ab5f-2fdad97b8264</TenantId>
<TeamFolderName>My Team Folder 2</TeamFolderName>
<UserGuid>80955bc7-b181-4f84-9179-4f32afe391ad</UserGuid>
</DeleteTeamFolderAclForTenant>

Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": ""

}

4.a.7 - Create or Update Team Folder Permissions

Defines a new Access Control object for a user for a Team Folder’s Folder Permissions list.
Request:

* Endpoint URL: /namespace/n.svc/jsonsetfolderperms

e HTTP-Method: POST

¢ Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o JsonSetFolderPerms: XML Object containing the following properties.

o Folder: The path to the folder relative to the root. Example: Documents/My Team Folder

o Perms: A tab separated string containing the following elements: user or group ID, email address (if user), can list
(boolean), can read (boolean), can write (boolean), and can delete (boolean).

<?xml version="1.0" encoding="UTF-8"?>

<JsonSetFolderPerms xmlns="http://tempuri.org/">

<Folder>Documents/My Team Folder</Folder>

<Perms>ad21898a-975b-4c0abb8b-5e150acl0f56 userl@example.com true true true
true</Perms>

</JsonSetFolderPerms>




Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
llConteXt2" - mwn

}

4.a.8 - Set Folder Permissions Recursively

Sets the permissions for one or more entities on a folder and all child sub-folders.

Request:

® Endpoint URL: /namespace/n.svc/jsonsetfolderpermsrecur/
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o JsonSetFolderPermsRecur: XML Object containing the following properties.

o Path: The path to the parent folder relative to the root. Example: Documents

° Perms: A semi-colon separated string containing the following elements: sub-folder path, user or group ID, email
address (if user) and SAM account name (both separated by caret symbol *), can list (boolean), can read (boolean), can
write (boolean), and can delete (boolean).

<?xml version="1.0" encoding="UTF-8"?>

<JsonSetFolderPerms xmlns="http://tempuri.org/">
<Folder>Documents</Folder>

<Perms>Documents/My Team Folder;ad21898a-975b-4c0abb8b-
5e150acl0f56;userl@example.com™userl; true; true; true; true</Perms>
</JsonSetFolderPerms>

Response:

{

"Success": true,
"Reason" - mww
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"Context": "",
"Contextl": "",
llConteXt2" - mwn

}

4.a.9 - Update Team Folder Quota

Updates the quota (maximum size in Gigabytes) for a Team Folder.

Request:

* Endpoint URL: /namespace/n.svc/updateteamfolderquota

* HTTP-Method: POST




* Response Format: application/json
* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o UpdateTeamFolderQuota: XML Object containing the following properties.

o Tenantld: The Global Unique Identifier (GUID) string of your Tenant. Example: af383e45-279a-47f1-ab5f-2fdad97b8264
o RootTeamFolderName: The name of an existing Team Folder. Example: My Team Folder 2

o Quota: A long integer representing the maximum number of Gigabytes to allocate to the folder. Example: 1.

<?xml version="1.0" encoding="UTF-8"?>
<UpdateTeamFolderQuota xmlns="http://tempuri.org/">
<TenantId>af383e45-279a-47f1-ab5f-2fdad97b8264</TenantId>
<RootTeamFolderName>My Team Folder 2</RootTeamFolderName>
<Quota>1</Quota>

</UpdateTeamFolderQuota>

Response:

{

"Success": true,
"Reason": Il",
"Context": "",
"Contextl": "",
llConteXtZIl - mwn

}

4.b - Share Management
4.b.1 - List All Shared Objects

Gets a list of folder and file objects containing information such as, creation date, expiration date, and the share global
unique identifier (ShareUid) that is necessary for other API calls.

Request:

* Endpoint URL: /namespace/n.svc/enumpeershare/
* HTTP-Method: GET

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:
Not applicable

Response:

{
"PeerEnumPublishedShareResult": {




"Success": true,

"Reason": "",

"Context": "",
"Contextl": "",
"Context2": "",

"ShareList": [

{
"ShareUid": "5db302b7-0881-4bec-ae09-472£fd7£14663",

"ShareName": "test23423423",

"OwnerUid": "80955bc7-b181-4£84-9179-4f32afe391ad",
"PathLocation": "test23423423",

"IsDir": true,

"CreateTime": "/Date (1546439295000-0500)/",
"ExpireTime": "2019-01-02 14:28:152",

"Memo": "",

"Password": "",

"IsPublicUrl": false
}

]
}
}

4.b.2 - Enable Public Link for a File or Folder

Creates aninternet link for a file or folder that can be used by anyone to access or download the contents without
authentication.

Request:

® Endpoint URL: /namespace/n.svc/enablefilepubliclink/
* HTTP-Method: POST

* Response Format: application/json

* Headers:

° Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o EnableFilePublicLink: XML Object containing the following properties.
o FileUri: Afile path relative to the root. Example: documents/myFile.txt

<?xml version="1.0" encoding="UTF-8"7?>
<EnableFilePublicLink xmlns="http://tempuri.org/">
<FileUri>[File path HERE]</FileUri>
</EnableFilePublicLink>

Response:

{

"Success": true,

"Reason": "",

"Context": "http://nodel.example.com/storage/u.svc/download.dn/

£id/116671677460880643 18020043014164665155",
"Contextl": "",




"Context2": ""

}

4.b.3 - Share a File or Folder

Shares a file or folder with anyone with an email address.

Request:

¢ Endpoint URL: /namespace/n.svc/jsonshare
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o JsonShareFileFolder: XML Object containing the following properties.

o Path: Afile or folder path relative to the root. Example: documents/myFile.txt

o EmailAccts: A semi-colon separated list of recipient email addresses. Example:
userl@example.com;user2@example.com;user3@example.com

o ijsFolder: A boolean indicating whether the item being share is a folder. Example: false (for a file)

o fileSize: An integer indicating the size of the item being shared in bytes. Example: 73728

o Notes: A text description of what is being shared. This text gets appended to the email that gets sent to the user.
Example: Please take a look at this file.

o CreateUser: A boolean indicating whether a guest user should be created for the supplied email addresses. Example:
false

o days: An integer indicating the number of days until the share expires. Example: 7

o allowUpdate: A boolean indicating whether a recipient can modify the content. Example: false

o viewOnly: A boolean indicating whether a recipient can only view the content. Example: false

o pwdProtected: A boolean indicating whether a recipient will be required to log in in order to access the content.
Example: false

o SharePwd: A plain text password for the share. Example: myPasswOrd123!

o downloadEmail: A boolean indicating whether an email will be sent to the sender once the recipient download the
content. Example: false

o uploadEmail: Aboolean indicating whether an email will be sent to the recipient once the sender uploads new content
to the shared folder. Example: false

o changeEmail: A boolean indicating whether an email will be sent to the sender once the recipient modifies the content
on the shared folder. Example: false

<?xml version="1.0" encoding="UTF-8"7?>
<JsonShareFileFolder xmlns="http://tempuri.org/">
<Path>documents/myFile.txt</Path>
<EmailAccts>userllexample.com;user2@example.com</EmailAccts>
<isFolder>false</isFolder>
<fileSize>13</fileSize>

<Notes>Please take a look at this file</Notes>
<CreateUser>false</CreateUser>

<days>7</days>

<allowUpdate>false</allowUpdate>
<viewOnly>false</viewOnly>
<pwdProtected>false</pwdProtected>
<SharePwd></SharePwd>




<downloadEmail>true</downloadEmail>
<uploadEmail>true</uploadEmail>
<changeEmail>true</changeEmail>
</JsonShareFileFolder>

Response:

{

"Success": true,
llReason": ll",
"Context": "",
"Contextl": "",
"Context2": ""

}

4.b.4 - Add an Access Control List to a Share

Adds an Access Control List to a shared object.

Request:

* Endpoint URL: /namespace/n.svc/jsonpeeraddshareacl
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o JsonPeerAddShareACL: XML Object containing the following properties.

o Path: Afile or folder path relative to the root. Example: documents/myFile.txt

o EmailAccts: A semi-colon separated list of recipient email addresses. Example:
userl@example.com;user2@example.com;user3@example.com

o isFolder: A boolean indicating whether the item being share is a folder. Example: false (for a file)

o fileSize: An integer indicating the size of the item being shared in bytes. Example: 73728

o Notes: A text description of what is being shared. This text gets appended to the email that gets sent to the user.
Example: Please take a look at this file.

o CreateUser: Aboolean indicating whether a guest user should be created for the supplied email addresses. Example:
false

o days: An integer indicating the number of days until the share expires. Example: 7

o allowUpdate: A boolean indicating whether a recipient can modify the content. Example: false

o viewOnly: A boolean indicating whether a recipient can only view the content. Example: false

o pwdProtected: A boolean indicating whether a recipient will be required to log in in order to access the content.
Example: false

o SharePwd: A plain text password for the share. Example: myPasswOrd123!

o downloadEmail: A boolean indicating whether an email will be sent to the sender once the recipient download the
content. Example: false

o uploadEmail: Aboolean indicating whether an email will be sent to the recipient once the sender uploads new content
to the shared folder. Example: false

o changeEmail: A boolean indicating whether an email will be sent to the sender once the recipient modifies the content
on the shared folder. Example: false

<?xml version="1.0" encoding="UTF-8"?>
<JsonShareFileFolder xmlns="http://tempuri.org/">




<Path>documents/myFile.txt</Path>
<EmailAccts>userl@example.com;user2@example.com</EmailAccts>
<isFolder>false</isFolder>
<fileSize>13</fileSize>

<Notes>Please take a look at this file</Notes>
<CreateUser>false</CreateUser>

<days>7</days>
<allowUpdate>false</allowUpdate>
<viewOnly>false</viewOnly>
<pwdProtected>false</pwdProtected>
<SharePwd></SharePwd>
<downloadEmail>true</downloadEmail>
<uploadEmail>true</uploadEmail>
<changeEmail>true</changeEmail>
</JsonShareFileFolder>

Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": ""

}

4.b.5 - Delete an Access Control List from a Share

Deletes an Access Control List from a shared object.

Request:

* Endpoint URL: /namespace/n.svc/peerremoveshareacl
e HTTP-Method: POST

* Response Format: application/json

* Headers:

° Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o PeerRemoveShareACL: XML Object containing the following properties.

o UserEmail: A valid email address. Example: user1@example.com

o ShareGuid: The global unique identifier (GUID) string of the shared object. This is obtained from a call to the
enumpeershare described above. Example: 5db302b7-0881-4bec-ae09-472fd7f14663

<?xml version="1.0" encoding="UTF-8"?>

<PeerRemoveShareACL xmlns="http://tempuri.org/">
<UserEmail>userl@example.com</UserEmail>
<ShareGuid>5db302b7-0881-4bec-ae09-472£fd7£f14663</ShareGuid>
</PeerRemoveShareACL>

Response:

{

"Success": true,




"Reason'l: "",
"Context": "",
"Contextl": "",
"Context2": ""

}

4.b.6 - Request a File

Sends an email to one or more recipients with a link to an upload form. Access to the upload form can be protected with a
password and an expiration (in days).

Request:

* Endpoint URL: /namespace/n.svc/jsonrequestfileex
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o JsonRequestFileEx: XML Object containing the following properties.

o Path: The virtual path to the folder where the file should be uploaded to the cloud root. Example: /documents
o EmailAccts: A single email address or a semi-colon separated string of email addresses. Example:
userl@example.com;user2@example.com

o days: An integer that specifies the number of days until the expiration of the link. Example: 5

o Pwd: A password to protect the upload form page. Example: myPass123!

<?xml version="1.0" encoding="UTF-8"?>

<JsonRequestFileEx xmlns="http://tempuri.org/">
<Path>/documents</Path>
<EmailAccts>userllexample.com;user2@example.com</EmailAccts>
<days>5</days>

<Pwd>myPassl123!</Pwd>

</JsonRequestFileEx>

Response:

{

"Success": true,
"Reason": Il",
"Context": "",
"Contextl": "",
"Context2": ""

}

4.b.7 - Lock a File that was Shared with a User

Locks a shared file given the token of a logged in user. When afile is locked, other users cannot modify the file.
Request:
e Endpoint URL: /namespace/n.svc/jsonlockfileex

¢ HTTP-Method: POST




* Response Format: application/json
* Headers:

°o Content-Type: application/xml

o x—-glad-token: [Cookie value from jsonlogin here]

o x—-glad-altpath: [The virtual path to the file inside the "Files shared with me"
root. Example: Files shared with me/MyFolder/MyFile.docx]

¢ Body:

o JsonDistributedLockFileEx: XML Object containing the following properties.
o Path: Leave empty and use the x-glad-altpath header instead.

<?xml version="1.0" encoding="UTF-8"?>
<JsonDistributedLockFileEx xmlns="http://tempuri.org/">
<Path></Path>

</JsonDistributedLockFileEx>

Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": ""

}

4.b.8 - Unlock a File that was Shared with a User

Unlocks a shared file given the token of a logged in user. When a file is unlocked it becomes available for editing to other
users.

Request:

* Endpoint URL: /namespace/n.svc/jsonunlockfileex
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml

o x—-glad-token: [Cookie value from jsonlogin here]

o x—-glad-altpath: [The virtual path to the file inside the "Files shared with me"
root. Example: Files shared with me/MyFolder/MyFile.docx]

¢ Body:

o JsonDistributedUnLockFileEx: XML Object containing the following properties.
o Path: Leave empty and use the x-glad-altpath header instead.

<?xml version="1.0" encoding="UTF-8"?>
<JsonDistributedUnLockFileEx xmlns="http://tempuri.org/">
<Path></Path>

</JsonDistributedUnLockFileEx>




Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
llConteXt2" - mwn

}

4.b.9 - Create Download Session and Link for a File or Folder

Generates a download URL that can be used to download a file via the browser with the current session.
Request:

* Endpoint URL: /namespace/n.svc/jsonsession/

e HTTP-Method: GET

* Response Format: application/json

* Headers:

o x—-glad-token: [Cookie value from jsonlogin here]
o x-glad-altpath: [The path to the file relative to the root. Example:
documents/MyFile.docx]

e Body:

Not applicable

Response:

{

"Success": true,
"Reason": ll",
"Context": " ",
"Contextl": "",
"Context2": "",

"DomainId": "fee6f7ad-5cf6-4b55-9b4£f-7400908be0ff",

"UserId": "e5022bd4-48d0-4fff-a78a-1£f00c80aebla",

"Para": null,

"Meta":

[

{

"Name": "x-glad-token",

"Value":
"r6Z20Xibe6NaI9FStoH35104pbWNzAnstGhJOfx7GToPGCdzLagN6KaRchbOH81KaX+evzpuQlmioxuX1iriiI5b
o6RwzLSXJPwfG43owo9wtmUoeWD",

"NvGuid": "00000000-0000-0000-0000-000000000000",

"Id": 0,

"LastAccessTime": "/Date (1516636325768-0500) /"

}

1y

"StatusCode": 200,

"StatusDescription”: null,

"Url":
"http://nodel.example.com/storage/download.dn?uf=aHRO0cCMvbG9jYWxob3NOL3NOb3JhZ2UvZG93bm
XVYWQUZG4 /dWY9YzJ0eVpXVnVNaTVxY0djPQ=="",




"DAREPwd": "",
"DownloadUsexr": "",
"EmailFile": "",
"EmailUser": ""

}

5 - Tenant Management

5.a - Tenant Functions
5.a.1 - Get All Tenants

Gets an array of all Tenants. The x-glad-token must be an authentication cookie for the Cluster Administrator account.
Request:

* Endpoint URL: /namespace/n.svc/jsonenumtenants

* HTTP-Method: GET

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:
Not applicable

Response:

{

"Success": true,

"Reason": "",

"Context": "",

"Contextl": "",

"Context2": "",

"Tenants":

[

{

"DomainId": "fee6f7ad-5cf6-4b55-904£f-7400908be0ff",
"AdminId": "e5022bd4-48d0-4fff-a78a-1f00c80aecla™,

"ResellerId": "",
"FirstName": "Default",
"LastName": "Cluster Admin",
"Email": "admin@example.com",

"IsActivated": true,
"IsDeleted": false,

"Quota": O,
"QuotaUsed": 125917869,
"UserPlan": "3",

"UserPlanUsed": "0",




"PaypalProfileId": "",
"StorageProviderId": "Default",
"Edition": "team",

"Expire": "",

"ResellerName": "",

"PromoCode": "",

"LastCheck": "",

"TeamStatus": "",
"LastQuotaScan": "",
"AccessPoint": "",
"ClusterName": "",
"CreatedTime": "12/26/2017 9:36:05 AM",
"CustDNS": "",

"HostedOwner": "",
"HostedStatus": "",
"Orgnization": "Default Tenant",
"TrialTimeDays": 30

by

{

"DomainId": "9508cl3b-13f7-4dd2-bfae-bcd43b978935a",
"AdminId": "d77dd2b4-c54f-4df3-b516-0626cbbo57ef",
"ResellerId": "",

"FirstName": "test2",

"LastName": "test2",

"Email": "test2@example.com",

"IsActivated": true,

"IsDeleted": false,

"Quota": 100,

"QuotaUsed": O,

"UserPlan": "3",

"UserPlanUsed": "0",

"PaypalProfileId": "",

"StorageProviderId": "Under default tenant",
"Edition": "team",

"Expire": "",

"ResellerName": "",

"PromoCode": "",

"LastCheck": "",

"TeamStatus": "",

"LastQuotaScan": "",

"AccessPoint": "V,

"ClusterName": "",

"CreatedTime": "1/30/2018 12:48:34 PM",
"CustDNS": "",

"HostedOwner": "",

"HostedStatus": "",

"Orgnization": "test2",

"TrialTimeDays": 30

by

{

"DomainId": "4c933d5b-4630-4b51-b942-1£f858f5cd626",
"AdminId": "48c7d6fa-6646-4614-8f81-f8a7e2544a8b",

"ResellerId": "",
"FirstName": "John",
"LastName": "Smith",

"Email": "johnsmith2@example.com",




"IsActivated": true,
"IsDeleted": false,

"Quota": 1,

"QuotaUsed": O,

"UserPlan": "5",
"UserPlanUsed": "0",
"PaypalProfileId": "",
"StorageProviderId": "Default",
"Edition": "team",

"Expire": "12/31/2022",
"ResellerName": "",
"PromoCode": "",
"LastCheck": "",
"TeamStatus": "",
"LastQuotaScan": "",
"AccessPoint": "",
"ClusterName": "",
"CreatedTime": "1/31/2018 10:31:43 AM",
"CustDNS": "",
"HostedOwner": "",
"HostedStatus": "",
"Orgnization": "My Company",
"TrialTimeDays": 30

}

]

}

5.a.2 - Get Tenant Information

Gets general information about a tenant, including the email and name of the administrator account.
Request:

e Endpoint URL: /namespace/n.svc/gettenant

* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o GetTenant: XML Object containing the following properties.
o Tenantld: The global unique identifier of the tenant that you want to query. Example: fee6f7ad-5cf6-4b55-9b4f-
7400908be0ff

<?xml version="1.0" encoding="UTF-8"?>

<GetTenant xmlns="http://tempuri.org/">
<TenantId>fee6f7ad-5cf6-4b55-90b4f-7400908be0ff</TenantId>
</GetTenant>

Response:

{

"Success": true,




"Reason": "",

"Context": "",
"Contextl": "",
"Context2": "",
"Tenants":

[

{
"DomainId": "fee6f7ad-5cf6-4b55-9b4£-7400908beOff",
"AdminId": "e5022bd4-48d0-4fff-a78a-1£00c80aebla",

"ResellerId": "",
"FirstName": "Default",
"LastName": "Cluster Admin",
"Email": "admin@example.com",

"IsActivated": true,
"IsDeleted": false,

"Quota": 0,

"QuotaUsed": 144432060,
"UserPlan": "3",
"UserPlanUsed": "0O",
"PaypalProfileId": "",
"StorageProviderId": "Default",
"Edition": "team",

"Expire": "",

"ResellerName": "",
"PromoCode": "",

"LastCheck": "",

"TeamStatus": "",
"LastQuotaScan": "",
"AccessPoint": "",
"ClusterName": "",
"CreatedTime": "12/26/2017 9:36:05 AM",
"CustDNS": "V,

"HostedOwner": "",
"HostedStatus": "",
"Orgnization": "Default Tenant",
"TrialTimeDays": 30

}

]

}

5.a.3 - Get All Devices for a Tenant

Gets a list of all devices for a tenant.

Request:

¢ Endpoint URL: /namespace/n.svc/jsongettenantdevices
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:




o JsonGetTenantDevices: XML Object containing the following properties.
o Tenantld: The global unique identifier of the tenant that you want to query for devices. Example: fee6f7ad-5cf6-4b55-
9b4f-7400908be0ff

<?xml version="1.0" encoding="UTF-8"7?>
<JsonGetTenantDevices xmlns="http://tempuri.org/">
<TenantId>fee6f7ad-5cf6-4b55-9b4f-7400908be0ff</TenantId>
</JsonGetTenantDevices>

Response:

{

"Success": true,

"Reason": "",

"Context": "",

"Contextl": "",

"Context2": "",

"DeviceList":

[

{

"DomainId": "fee6f7ad-5cf6-4b55-904£f-7400908be0ff",
"UserId": "eb5022bd4-48d0-4fff-a78a-1£00c80aebla",

"UserEmail": "admin@example.com",

"DeviceType": "Windows Client",

"HostName": "MyComputer",

"OsVer": "Windows 10 64bit",

"ClientVer": "9.1.2417.40322",

"InstanceId": "{4F89C56E-8CAB-4A3E-A9D6-1A064AD26371}",
"Status": "accepted",

"LastLogin": "2018-01-26 14:27:02z2",

"LastReport": "2018-02-01 17:46:112z2",

"SyncStatus": 3
}
]
}

5.a.4 - Approve a Device

Approves a Device, such as a Windows Client, Android App, iOS App, Mac Client, Windows Phone App, or Server Agent.
Request:

* Endpoint URL: /namespace/n.svc/approvedevice

e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o ApproveDevice: XML Object containing the following properties.
o Instanceld: The global unique identifier of the device that you want to approve. Example: 4F89C56E-8CAB-4A3E-A9D6-
1A064AD26371




<?xml version="1.0" encoding="UTF-8"?>

<ApproveDevice xmlns="http://tempuri.org/">
<Instanceld>4F89C56E-8CAB-4A3E-A9D6-1A064AD26371</InstanceIld>
</ApproveDevice>

Response:

{

"Success": true,
llReason": ll",
"Context": "",
"Contextl": "",
"Context2": ""

}

5.a.5 - Create a Tenant

Gets general information about a tenant, including the email and name of the Cluster Administrator account.

Request:

* Endpoint URL: /namespace/n.svc/jsoncreatetenant
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o CreateTenant: XML Object containing the following properties.

o OrgName: The name of the Tenant. Example: My Company

o FirstName: The first name of the Tenant Administrator. Example: User

o LastName: The last name of the Tenant Administrator. Example: One

o AdminEmail: The email address of the Tenant Administrator. Example: user@example.com

o AdminPassword: The password of the Tenant Administrator. Example: test

o UserPlan: An integer indicating the maximum number of users that can be created under this Tenant. Example: 5
o StoragePlan: An integer representing the number of Gigabytes allocated for storage for this Tenant. Example: 1

o ExpTime: A date representing expiration date and time for this Tenant. Example: 12/31/2020

o StorageConfigure: A StorageDescriptor XML object encoded as a UTF8 string and then converted to Base 64 for safe
HTTP transmission. The StorageDescriptor has the following properties:

- Name: The StorageProviderld returned from a call to gettenant. Example: Default

- Guid: A predefined global unique identifier of your storage. Use the following values:
- Home Storage: 41ED6C26-D5F8-424F-A311-BB4FF88140E5




- Share Folder: 12D56FBD-B7FC-48B9-8B11-6B989BDFB572

- Peer Share Folder: 69A884C0-9F3B-4736-AF57-CCA7C3CDC1B8
- Recent Folder: ACBCC443-8F37-42EE-B2F2-7B9F222E4602

- Search Folder: 4A1ADDAD-93CF-4F43-A7F3-D1036A522665

- Endpoint: The cloud storage component URL for your type of storage. The possible storage types are:
- Amazon S3: localhost:8080/gladstor/g.svc/
- Amazon S3 GovCloud: localhost:8080/gladstor/g.svc/
- Google Cloud Storage: localhost:8080/googlestor/g.svc/
- OpenStack Swift without Keystone: localhost:8080/gladopens/g.svc/
- Amazon S3 Clone: localhost:8080/glads3clone/g.svc/
- Microsoft Azure Blob Storage: localhost:8080/gladazure/g.svc/
- OpenStack Swift with KeyStone: localhost:8080/gladhp/g.svc/
- Nirvanix: localhost:8080/gladnirvanix/g.svc/
- EMC Atmos2: localhost:8080/gladatmos2/g.svc/
- UNC Path, Local Drive: localhost:8080/gladfilesvr/f.svc/

- Servicelype: An integer representing the service type. The possible service type values are:
-Main: 9
- Home Directory: 8
- Shared Directory: 7
- Others: 0

- Quota: An integer representing the storage quota in Gigabytes. Supply "0" for unlimited. Example: 1

- Expire: An expiration date if the storage is a share and expires. The date should be formatted in UTC format (yyyy-mm-dd
HH:mm:ssZ. Example: 9999-12-31 23:59:59Z

- NameAlias: An alternate friendly-name for your storage.

- AccessKeyld: The Access Key string used for authentication of some cloud storage providers, such as Amazon S3.

- Username: The local username used to impersonate access to the storage.

- ImpersonationMode: If using impersonation to access the storage, set this value to "Sessionlmpersonate".

- SecretKey: The Secret Key string used for all types of authentication (equivalent to password).

- Bucket: The name of the storage container for some cloud storage provider, such as Amazon S3.

- Folder: A global unique identifier that is used as the name of a sub-folder within the main storage container/bucket.

- AccessPoint: Must be a valid absolute path or CIFS path, such as C:\MyFolder or \\MyComputer\MyFolder

- Versioned: A boolean indicating whether or not to enable versioning for this Tenant (if the storage supports it). Example:
false

- InplaceVersioned: A boolean indicating whether or not to enable in-place versioning for the Tenant (if the storage type
supports it). Example: false

- IsDir: A boolean indicating whether or not the storage is a Directory. Example: false

<?xml version="1.0" encoding="UTF-8"7?>

<CreateTenant xmlns="http://tempuri.org/">

<OrgName>My Company</OrgName>

<FirstName>User</FirstName>

<LastName>One</LastName>

<AdminEmail>user@example.com</AdminEmail>

<AdminPassword>test</AdminPassword>

<UserPlan>5</UserPlan>

<StoragePlan>1</StoragePlan>

<ExpTime>12/31/2020</ExpTime>
<StorageConfigure>PFNOb3JhZ2VEZXNjcmlwdG9yPjxOYW11PkR1ZmF1bHQ8LO5ShbWUH+PEd]1aWQ+NDFFRDZD
MJYtRDVGOCOOMIRGLUEzMTEtQkIORkY4ODEOMEU1PCO9HAW1kPiAgICAgICAgPEVUZHBVvaAW50PmhOdHAGLY9sb2N
hbGhvc3Q60DA4AMCONDGFkZm]1 sZXN2¢ci9mLnN2Yy88LOVUZHBVXWS0PJXTZXIJ2bWN1VHIwZT45PCO9TZXJ2aWN1VH
1wZT48UXVvdAGE+MDwvUXVVAGE+PEV4AcGlyZT450TkSLTEYLTMxIDIZOJUS0jUSWIwvRXhwaXJ1PjxOYW1 1QWxpY
XMgLz48VXN1ck5hbWU+YWRtaWSpc3RyYXRvckBjc3RhY2subG9jYWw8L1VZZXJOYW11PjxXxTZWNYZXRLZXkK+NTV2
V2N4MzFQOY3E20UJZWXUS5VIW03Z2z09PCOTZWNYZXRLZXKk+PEF]Y2Vzc0t1leUlkPi08L0FjY2VzcO0tleGlkPjxGbhb2x




kZXI+MjJJNDQ3ZGUtNzNkNSOOZDYXLWEZzZMDMtNWMzYzQyMD11YjJI1PCOAL2xkZXI+PEFjY2VzclBvaW50P1lxcdm
FsdGVyZGVza3RvcEFxzaGEFyZWohbWUSLOF]jY2VzclBvaWs0PjxJbXBlecnNvbmF0aWOuTWIOkZTS5TZXNzaWOuSWlwZ
XJzb25hdGU8L01tcGVyc29uYXEpb25Nb2R1PJxWZXJzaWouzZWQ+ZmFsc2U8L1Z1cnNpb251Z2D48SW5wbGFjZVZ1
cnNpb2517ZD50cnV1PCOIbnBsYWN1VmVyc2lvbmVkPjxFcORpc)omYWxzZTwvSXNEaXI+PERhdAGFBAFJ1c3RFbmN
yeXB0aW9uPmZhbHN1PCIEYXRhQXRSZXNORW5JcnlwdGlvbi48L1NOb3JhZ2VEZXN]jcmlwdGyPg==</StorageCo
nfigure>

</CreateTenant>

The StorageConfigure property above holds the following StorageDescriptor object encoded as a UTF8 string and then
converted to Base 64. If you are using .Net, you could use the following code to convert your StorageDescriptor into a flat
string for the StorageConfigure value.

Convert.ToBase64String (UTF8Encoding.UTF8.GetBytes (StorageConfigureXMLString))

Unencoded object:

<StorageDescriptor> <Name>Default</Name>
<Guid>41ED6C26-D5F8-424F-A311-BB4FF88140E5</Guid>
<Endpoint>http://localhost:8080/gladfilesvr/f.svc/</Endpoint>
<ServiceType>9</ServiceType>

<Quota>0</Quota>

<Expire>9999-12-31 23:59:597Z</Expire> <NameAlias />
<UserName>administrator@cstack.local</UserName>
<SecretKey>55viicx31tcg69BYYu9U]7g==</SecretKey> <AccessKeyId>*</AccessKeyId>
<Folder>22c447de-73d5-4d61-a303-5¢c3c4209eb25</Folder>
<AccessPoint>\\\\examplenode\\sharename</AccessPoint>
<ImpersonationMode>SessionImpersonate</ImpersonationMode> <Versioned>false</Versioned>
<InplaceVersioned>true</InplaceVersioned> <IsDir>false</IsDir>
</StorageDescriptor>

Response:

{

"Success": true,

"Reason": "",

"Context": "",

"Contextl": "",

"Context2": "",

"Guid": "4c933d5b-4630-4b51-b942-1£858f5cd626",
"LapseSeconds": O

}

5.a.6 - Delete a Tenant

Deletes a tenant by its GUID (global unique identifier).
Request:

* Endpoint URL: /namespace/n.svc/jsondeletetenant
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:




- DeleteTenant: XML Object containing the following properties.
- Tenantld: The global unique identifier of the tenant that you want to delete. Example: fee6f7ad-5cf6-4b55-9b4f-
7400908be0ff

<?xml version="1.0" encoding="UTF-8"?>
<DeleteTenant xmlns="http://tempuri.org/">
<TenantId>200ab08c-4576-4f78-b7df-84468f8291e8</TenantId>

</DeleteTenant>
Response:

{

"Success": true,
"Reason": null,
"Context": "",
"Contextl": "",
"Context2": ""

}

5.a.7 - Enable a Tenant

Enables a Tenant that has been disabled.

Request:

* Endpoint URL: /namespace/n.svc/jsonenabletenant
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o EnableTenant: XML Object containing the following properties.
o Tenantld: The global unique identifier of the tenant that you want to enable. Example: fee6f7ad-5cf6-4b55-9b4f-
7400908be0ff

<?xml version="1.0" encoding="UTF-8"?>
<EnableTenant xmlns="http://tempuri.org/">
<TenantId>200ab08c-4576-4f78-b7df-84468f8291e8</TenantId>

</EnableTenant>
Response:

{

"Success": true,
"Reason": null,
"Context": "",
"Contextl": "",
"Context2": ""

}

5.a.8 - Disable a Tenant

Disables a Tenant.




Request:

* Endpoint URL: /namespace/n.svc/jsondisabletenant
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o Disable: XML Object containing the following properties.
o Tenantld: The global unique identifier of the tenant that you want to enable. Example: fee6f7ad-5cf6-4b55-9b4f-
7400908be0ff

<?xml version="1.0" encoding="UTF-8"?>

<Disable xmlns="http://tempuri.org/">
<TenantId>200ab08c-4576-4f78-b7df-84468f8291e8</TenantId>
</Disable>

Response:

{

"Success": true,
"Reason": null,
"Context": "",
"Contextl": "",
"Context2": ""

}

5.a.9 - Update the Tenant Administrator's Email Address

Updates a Tenant Administrator's email address.

Request:

* Endpoint URL: /namespace/n.svc/updateadminemail
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o UpdateTenantAdminEmail: XML Object containing the following properties.
o Tenantld: The global unique identifier of the tenant that you want to update. Example: fee6f7ad-5cf6-4b55-9b4f-

7400908be0ff
o AdminEmail: An email address. Example: user@example.com

<?xml version="1.0" encoding="UTF-8"?>
<UpdateTenantAdminEmail xmlns="http://tempuri.org/">
<TenantId>200ab08c-4576-4f78-b7df-84468f8291e8</TenantId>
<AdminEmail>user@example.com</AdminEmail>




| </UpdateTenantAdminEmail>

Response:

{

"Success": true,
"Reason": null,
"Context": "",
"Contextl": "",
"Context2": ""

}

5.b - Storage Management

5.b.1 - Set Tenant Storage

Sets the default StorageDescriptor XML object for a Tenant.

Request:

* Endpoint URL: /namespace/n.svc/jsonsettenantstorage
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o GetTenant: XML Object containing the following properties.

o Tenantld: The global unique identifier of the tenant that you want to query. Example: fee6f7ad-5cf6-4b55-9b4f-
7400908be0ff

o StorageConfig: A StorageDescriptor XML object encoded as a UTF8 string and then converted to Base 64 for safe HTTP
transmission. Please refer to the documentation on the jsoncreatetenant endpoint above (Create a Tenant) for a full
description of the StorageConfig property.

<?xml version="1.0" encoding="UTF-8"7?>

<SetTenantStorageConfig xmlns="http://tempuri.org/">
<TenantId>fee6f7ad-5cf6-4b55-904f-7400908be0ff</TenantId>
<StorageConfig>PFNOb3JhZ2VEZXNJcmlwdGOyPixOYW11PjOxZWQ2YZzI2LWQ1ZjgtNDI0Z1i1hMzEXLWJIiNGZm
ODgxNDBINTwvTmFtZT48R3VpZD4 OMWVKNmMMyNi1kNWY4LTQyNGYtYTMxMS11YJRmZjg4MTQwZTU8LOd1aWQ+PEV
uZHBvaW50Pmh0dHA6LYy9sb2NhbGhvc3Q60DA4AMCONDLGFkZm]1sZXN2¢ci9mLnN2Yy88LOVUZHBvaWS0PjxTZ2XJ2aW
N1VH1wZT45PCI9TZXJ2aWN1VHI1wZT48UXVvdAGE+MDwvUXVVvdAGE+PEV4cGlyZT450TkS5LTEYLTMXIDIZzOjUS0jUSW
JwVRXhwaXJ1PjxOYW11QWxpYXMgLz48VXN1ck5hbWU+YWRtaW5pc3RyYXRvckBleGFtcGx1LmxvY2FsPCOVe2Vy
TmFtZT48U2VicmV0OS2V5PnR1c3QxMIME8LIN1Y3J1dEt1eT48QnVja2VOIC8+PEFjY2VzclBvaW50PlxcdmFsdGV
yZGVza3RvcEFxzaGFyZWS5hbWUSLOFjY2VzclBvaW50PjxJbXBlenNvbmEF0aWOuTWIOkZTSTZXNzaWOuSWlwZXJzb2
5hdGU8L01tcGVyc29uYXRpb25Nb2RIPIxWZXJzaWOuZWO+ZmEFsc2U8L1Z1cnNpb251Z2D48SW5wbGFjZVZ1lcnNpb
25172D50cnV1PCSJIbnBsYWN1VmVyc2lvbmVkPjxJcORpc)OmYWxzZTwvSXNEaXI+PERhdAGFBAFJ1lc3RFbmNyeXBO
aW9uPmZhbHN1PCIEYXRhOXRSZXNORWS5cnlwdGlvbj48L1NOb3JhZ2VEZXNGcmlwdG9yPg==</StorageConfig
>

</SetTenantStorageConfig>

The StorageConfigure property above holds the following StorageDescriptor object encoded as a UTF8 string and then
converted to Base 64. If you are using .Net, you could use the following code to convert your StorageDescriptor into a flat
string for the StorageConfigure value.



Convert.ToBaseb64String (UTF8Encoding.UTF8.GetBytes (StorageConfigureXMLString))

Unencoded object:

<StorageDescriptor>
<Name>41ed6c26-d5f8-424f-a311-bb4ff88140e5</Name>
<Guid>41ed6c26-d5f8-424f-a311-bb4ff88140e5</Guid>
<Endpoint>http://localhost:8080/gladfilesvr/f.svc/</Endpoint>
<ServiceType>9</ServiceType>

<Quota>0</Quota>

<Expire>9999-12-31 23:59:59Z</Expire>

<NameAlias />
<UserName>administrator@example.local</UserName>
<SecretKey>testl123</SecretKey>

<Bucket />

<AccessPoint>C:\\CentreStack</AccessPoint>
<ImpersonationMode>SessionImpersonate</ImpersonationMode>
<Versioned>false</Versioned>
<InplaceVersioned>true</InplaceVersioned>
<IsDir>false</IsDir>

</StorageDescriptor>

Response:

{

"Success": true,
"Reason": Il",
"Context": "",
"Contextl": "",
"Context2": ""

}

5.c - Settings Management

5.c.1 - Get All Group Policies for a Tenant

Gets an array of all set Group Policies settings for a Tenant. Settings which have never been set (left on default values) are
not returned.

Request:

* Endpoint URL: /namespace/n.svc/jsongettenantpolicy
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o GetTenant: XML Object containing the following properties.
o Tenantld: The global unique identifier of the tenant that you want to query. Example: fee6f7ad-5cf6-4b55-9b4f-
7400908be0ff

<?xml version="1.0" encoding="UTF-8"?>
<GetTenantGroupPolicy xmlns="http://tempuri.org/">




<TenantId>9508cl3b-13f7-4dd2-bfae-bcd43b978935a</TenantId>
</GetTenantGroupPolicy>

Response:

{

"Success": true,

"Reason": "",

"Context": "",

"Contextl": "",

"Context2": "",

"MetaList":

[

{

"Name": "ClusterImpersonation",

"Value": "true",

"NvGuid": "21066829-a909-437c-bf33-8433a4c664a3",
"UserGuid": "00000000-0000-0000-0000-000000000000",
"Id": O,

"LastAccessTime": "/Date (1517323718153-0500) /"

}I

{

"Name": "cluster info",

"Value": "pu3YbIBh4p74P%Fhsj8HcggcgtjdLedKgDuygFew4I=",
"NvGuid": "16443150-b74b-448f-ad9c-4602ef8c3757",
"UserGuid": "00000000-0000-0000-0000-000000000000",
"Id": O,

"LastAccessTime": "/Date (1514288167263-0500) /"

}I

{

"Name": "WinSS@2",

"Value": "",

"NvGuid": "5cbc7a81-483a-4d9c-b00a-cflfc378£f8e7",
"UserGuid": "00000000-0000-0000-0000-000000000000Q",

"Id": 0,

"LastAccessTime": "/Date(1516378564440-0500) /"
by

{

"Name": "WebOnly@4",

"Value": "True",

"NvGuid": "3f3fa36d-f48e-4681-bc59-9efbc20990c5",
"UserGuid": "00000000-0000-0000-0000-000000000000"™,
"Id": 0,

"LastAccessTime": "/Date(1516817416063-0500) /"

}

1,

"Empty": false

}

5.c.2 - Set a Tenant's Group Policy Setting

Sets the value of a specific Group Policy setting for a Tenant. There are many different group policies settings, so if you
want to automate the process of setting a specific property that is not being returned in your query to the
jsongettenantpolicy endpoint (due to it being left as the default value), you can change the setting's value using the web
portal, then the setting Name and possible Value will be returned when you query the jsongettenantpolicy endpoint again.




Request:

* Endpoint URL: /namespace/n.svc/jsonsettenantpolicy
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o SetTenantGroupPolicy: XML Object containing the following properties.

o Tenantld: The global unique identifier of the tenant. Example: fee6f7ad-5cf6-4b55-9b4f-7400908be0ff

o Name: A string that represents the programmatic name of the group policy setting in the web portal.

o Value: A string representing the value of the group policy property. Depending on the setting, the value can be numeric,
boolean, or alphanumeric. Example: true, 1

<?xml version="1.0" encoding="UTF-8"?>
<SetTenantGroupPolicy xmlns="http://tempuri.org/">
<TenantId>9508c13b-13f7-4dd2-bfae-bcd43b978935a</TenantId>
<Name>ClusterImpersonation</Name>

<Value>true</Value>

</SetTenantGroupPolicy>

Response:

{

"Success": true,
"Reason": Il",
"Context": "",
"Contextl": "",
"Context2": ""

}

5.c.3 - Set a Tenant's Expiration Date

Sets the expiration date for a Tenant.

Request:

* Endpoint URL: /namespace/n.svc/settenantexptime
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o SetTenantExpirationTime: XML Object containing the following properties.
o Tenantld: The global unique identifier of the tenant. Example: fee6f7ad-5cf6-4b55-9b4f-7400908be0ff
o ExpTime: A string in MM/DD/YYYY format representing the date when the Tenant should expire. Example: 12/31/2020




<?xml version="1.0" encoding="UTF-8"?>
<SetTenantExpirationTime xmlns="http://tempuri.org/">
<TenantId>9508cl13b-13f7-4dd2-bfae-bc43b978935a</TenantId>
<ExpTime>12/31/2022</ExpTime>

</SetTenantExpirationTime>

Response:

{

"Success": true,
"Reason": H",
"Context": "",
"Contextl": "",
"Context2": ""

}

5.c.4 - Set User Quota for a Tenant

Sets the user quota (maximum number of users) for a Tenant.
Request:

* Endpoint URL: /namespace/n.svc/settenantuserplan
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o SetTenantExpirationTime: XML Object containing the following properties.
o Tenantld: The global unique identifier of the tenant. Example: fee6f7ad-5cf6-4b55-9b4f-7400908be0ff

o NewUserPlan: An integer indicating the maximum number of users that the Tenant can create. Example: 10

<?xml version="1.0" encoding="UTF-8"?>

<SetTenantUserPlan xmlns="http://tempuri.org/">
<TenantId>9508cl13b-13f7-4dd2-bfae-bc43b978935a</TenantId>
<NewUserPlan>10</NewUserPlan>

</SetTenantUserPlan>

Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": ""

}

5.c.5 - Set Storage Size for a Tenant

Sets the maximum number of Gigabytes of storage space to assign to a Tenant.

Request:

® Endpoint URL: /namespace/n.svc/settenantstorageplangb




* HTTP-Method: POST
* Response Format: application/json
* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o SetTenantStoragePlanGB: XML Object containing the following properties.

o Tenantld: The global unique identifier of the tenant. Example: fee6f7ad-5cf6-4b55-9b4f-7400908beOff

o GBCount: An integer indicating the maximum number of Gigabytes of storage space to assign to the Tenant. Example:
100

<?xml version="1.0" encoding="UTF-8"?>
<SetTenantStoragePlanGB xmlns="http://tempuri.org/">
<TenantId>9508c13b-13f7-4dd2-bfae-bc43b978935a</TenantId>
<GBCount>100</GBCount>

</SetTenantStoragePlanGB>

Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": ""

}

5.c.6 - Set Tenant Administrator Rights

Sets properties that can be found on the Tenant's Access Control page of the web portal.

Request:

* Endpoint URL: /namespace/n.svc/jsonsetadminrights
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o SetTenantAdminRights: XML Object containing the following properties.

o Tenantld: The global unique identifier of the tenant. Example: fee6f7ad-5cf6-4b55-9b4f-7400908beOff

o TeamEditLDAPSetting: A boolean indicating whether or not the Tenant Administrator can edit the LDAP settings.
Example: true

o TeamViewGroupPolicy: A boolean indicating whether or not the Tenant Administrator can edit the Group Policy settings.
Example: true

o TeamEditAdmininfo: A boolean indicating whether or not the Tenant Administrator can edit his/her own information.
Example: true

o TeamEditBranding: A boolean indicating whether or not the Tenant Administrator can edit the Branding settings.
Example: true




<?xml version="1.0" encoding="UTF-8"7?>
<SetTenantAdminRights xmlns="http://tempuri.org/">
<TenantId>4c933d5b-4630-4b51-b942-1£858£5cd626</TenantId>
<TeamEditLDAPSetting>true</TeamEditLDAPSetting>
<TeamViewGroupPolicy>true</TeamViewGroupPolicy>
<TeamEditAdminInfo>true</TeamkEditAdminInfo>
<TeamEditBranding>true</TeamEditBranding>
</SetTenantAdminRights>

Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": ""

}

5.d - Branding Settings
5.d.1 - Get All Branding Settings for a Tenant

Gets an array of all set Branding settings for a Tenant. Settings which have never been set (left on default values) are not
returned.

Request:

* Endpoint URL: /namespace/n.svc/getbrandingsettings
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o GetBrandingSettings: XML Object containing the following properties.
o Brid: The global unique identifier of the tenant that you want to query. Example: fee6f7ad-5cf6-4b55-9b4f-7400908beOff

<?xml version="1.0" encoding="UTF-8"?>
<GetBrandingSettings xmlns="http://tempuri.org/">
<Brid>fee6f7ad-5¢cf6-4b55-9b4f-7400908be0ff</Brid>
</GetBrandingSettings>

Response:

{

"Success": true,
"Reason": ll",
"Context": " ",
"Contextl": " ",
"Context2": "",

"MetalList":
[




{

"Name": "Brand ProductName",

"Value": "Cs",

"NvGuid": "00000000-0000-0000-0000-000000000000",
"UserGuid": "00000000-0000-0000-0000-000000000000",

"Id": 0,

"LastAccessTime": "/Date (1517347439636-0500) /"
}/

{

"Name": "Brand WebUITheme",

"Value": "blue",

"NvGuid": "00000000-0000-0000-0000-000000000000",
"UserGuid": "00000000-0000-0000-0000-000000000000™,
"Id": 0,

"LastAccessTime": "/Date(1517347439652-0500) /"

}

1,

"Empty": false

}

5.d.2 - Set Up Active Directory for a Tenant

Sets the Active Directory settings for a Tenant programmatically.

Request:

* Endpoint URL: /namespace/n.svc/setadsettings
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o SetActiveDirectorySettings: XML Object containing the following properties.

o Tenantld: The global unique identifier of the tenant that you want to query. Example: fee6f7ad-5cf6-4b55-9b4f-
7400908be0ff

o EnableActiveDirectory: A boolean string indicating whether or not to enable Active Directory for a Tenant. Example: true
o LdapServer: The name of the Domain Controller machine. Example: DC1

o UserName: The network username to use to access Active Directory. Example: Administrator

o Password: The password in plain text. Example: MyPassword

o FriendlyDomainName: The domain name of your AD server. Example: mydomain.com

o OrganizationalUnit: The name of the AD organizational unit: Example: My OU

o EnableLdaps: A boolean to enable or disable AD access. Example: true

o NestedGroup: A boolean to indicate whether the Organizational Unit is nested or not. Example: false

o ForestRoot: A boolean to indicate whether the Organizational Unit is the forest root or not. Example: false

o EnableHomeDrive: A boolean to enable home drive. Example: false

o NoUserAutoCreation: A boolean to enable auto import of AD users. Example: false

<SetActiveDirectorySettings xmlns="http://tempuri.org/">
<TenantId>fee6f7ad-5cf6-4b55-904f-7400908be0ff</TenantId>
<EnableActiveDirectory>true</EnableActiveDirectory>
<LdapServer>domaincontrollercomputernamehere</LdapServer>




<UserName>administrator</UserName>
<Password>mypassword</Password>
<FriendlyDomainName>mydomain.com</FriendlyDomainName>
<OrganizationalnUnit></OrganizationalnUnit>
<EnablelLdaps>true</EnablelLdaps>
<NestedGroup>false</NestedGroup>
<ForestRoot>false</ForestRoot>
<EnableHomeDrive>false</EnableHomeDrive>
<NoUserAutoCreation>false</NoUserAutoCreation>
</SetActiveDirectorySettings>

Response:

{

"Success": true,
"Reason": Il",
"Context": "",
"Contextl": "",
"Context2": ""

}

6 - User Management

6.a - User Functions
6.a.1 - Get All Users

Gets an array of all users under a Tenant (aka Domainld).

Request:

¢ Endpoint URL: /namespace/n.svc/jsonenumuser/ [DOMAINID]
* HTTP-Method: GET

* Response Format: application/json

* Headers:

o x—-glad-token: [Cookie value from jsonlogin here]

o x—-glad-guest: Optional value. Set to 1 to retrieve a list of guest users.

regular users will be returned instead.
¢ Body:

Not applicable

Otherwise,

Response:

{

"Success": true,
"Reason": ll",
"Context": "" ’
"Contextl": "",

"Context2": "",




"UserList":
[
{

"AddOn": "bhYrcWTZvCX9i5NemJR+tDYRL19CfeMzUUYOmtRJIEEVar/tAtDvPZNQgNU1DzdIO",
"FirstName": "Default",

"LastName": "Cluster Admin",

"Email": "admin@example.com",

"LastVisit": "/Date(1517344224000-0500)/",

"Created": "/Date(1514298972820-0500)/",

"AssignedServer": "S$SLBSS",

"UserGuid": "e5022bd4-48d0-4fff-a78a-1f00c80aebla",

"IsAdmin": true,

"IsGuest": false,

"IsActivated": true,

"IsDeleted": false,

"TrialEndTime": "",

"DomainId": "fee6f7ad-5cf6-4b55-904£f-7400908be0ff",
"IsRootAdmin": true,

"Quota": 0,

"QuotaUsed": 144432060,

"ProductType": "GCLOUD",

"HasStorage": true,

"SnapshotBackup": true,
"MountCloudStorage": true,

"DenyAcl": "",

"OwnerRight": "",

"ReadRight": "",

"ShareRight": "",

"WriteRight": "",
"EnforceQuotaOnClient": true,

"Edition": "',

"ADDomain": "",

"DeleteRight": "",

"ListRight": "",

"MemberOQOf": "",

"Description": "Default Tenant",

"sid": "",

"IsADUser": false,

"UserType": "9379F3BF-16C4-4B24-8FF7-5164142F0R47",
"DisableClientSideCache": false,
"IsBizAccount": false,
"IsPersonalAccount": false,
"InstanceId": "",

"ForceVersioned": false,

"ForceOffline": false,

"EncId": "",

"TeamFolderOwner": false,
"CreateByEmail": ""

by

{

"AddOn": "bhYrcWTZvCX9i5NemJR+tDYRL19CfeMzUUYOmtRJIJEEVar/tAtDvPZNQgNU1DzdIO",
"FirstName": "user",

"LastName": "one",

"Email": "userl@example.com",
"LastVisit": "/Date (1517344185000-0500)/",
"Created": "/Date(1514302533710-0500)/",




"AssignedServer": "SSLBSS",

"UserGuid": "6ffd0fb7-a7e5-4980-89b1-fd04b7£f63bfb",
"IsAdmin": false,
"IsGuest": false,

"IsActivated": true,

"IsDeleted": false,

"TrialEndTime": "",

"DomainId": "fee6f7ad-5cf6-4b55-9b4f-7400908be0ff",
"IsRootAdmin": false,

"Quota": 0,

"QuotaUsed": 0,
"ProductType": "GCLOUD",
"HasStorage": true,
"SnapshotBackup": true,
"MountCloudStorage": true,
"DenyAcl": "",

"OwnerRight": "",
"ReadRight": ",
"ShareRight": "",
"WriteRight": "",
"EnforceQuotaOnClient": true,
"Edition": "",

"ADDomain": "",
"DeleteRight": "",
"ListRight": "",

"MemberOf": "",
"Description": null,

"Sid": "",

"IsADUser": false,
"UserType": "9379F3BF-16C4-4B24-8FF7-5164142F0A47",
"DisableClientSideCache": false,
"IsBizAccount": false,
"IsPersonalAccount": false,
"InstanceId": "",
"ForceVersioned": false,
"ForceOffline": false,
"EncId": "",
"TeamFolderOwner": false,
"CreateByEmail": ""

}
]
}

6.a.2 - Find User By Email

Finds a user given an email address and returns the user's properties.
Request:

* Endpoint URL: /namespace/n.svc/jsonqueryuserbyemail
e HTTP-Method: POST

* Response Format: application/json

e Headers:




°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o JsonQueryUserByEmail: XML Object containing the following properties.
o Email: An email address. Example: admin@example.com

<JsonQueryUserByEmail xmlns="http://tempuri.org/">
<Email>admin@example.com</Email>
</JsonQueryUserByEmail>

Response:

{

"Success": true,

"Reason": "",

"Context": "",

"Contextl": "",

"Context2": "",

"User":

{

"AddOn": "",

"FirstName": "Default",

"LastName": "Cluster Admin",

"Email": "admin@example.com",
"LastVisit": "/Date(1514316972823-0500)/",
"Created": "/Date(1514298972820-0500)/",
"AssignedServer": "S$SLBSS",

"UserGuid": "eb5022bd4-48d0-4fff-a78a-1f00c80ae6bla",
"IsAdmin": true,

"IsGuest": false,

"IsActivated": true,
"IsDeleted": false,
"TrialEndTime": null,
"DomainId": "fee6f7ad-5cf6-4b55-9b4f-7400908be0ff",
"IsRootAdmin": true,

"Quota": 0,

"QuotaUsed": 0,

"ProductType": "GCLOUD",
"HasStorage": true,
"SnapshotBackup": true,
"MountCloudStorage": true,
"DenyAcl": "",

"OwnerRight": "",

"ReadRight": "",

"ShareRight": "",

"WriteRight": "",
"EnforceQuotaOnClient": true,
"Edition": "',

"ADDomain": "",

"DeleteRight": "",

"ListRight": "",

"MemberOf": "",

"Description": "Default Tenant",
"sid": "",

"IsADUser": false,




"UserType": "9379F3BF-16C4-4B24-8FF7-5164142F0R47",
"DisableClientSideCache": false,

"IsBizAccount": false,
"IsPersonalAccount": false,
"InstanceId": "",
"ForceVersioned": false,
"ForceOffline": false,
"EncId": "",
"TeamFolderOwner": false,
"CreateByEmail": ""

}
}

6.a.3 - Create a Native User

Creates a new local user programmatically.

Request:

* Endpoint URL: /namespace/n.svc/jsoncreateuser
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o CreateNativeUser: XML Object containing the following properties.

o Domainld: The Global Unique Identifier for the Tenant. Example: fee6f7ad-5cf6-4b55-9b4f-7400908be0ff

o FirstName: A first name. Example: John

o LastName: A last name. Example: Smith

o Email: An email address. Example: admin@example.com

o Password: A plain-text password. Example: MyP@sswOrd!

o CreateDefaultDir: A boolean indicating whether or not to create the Documents and Pictures folders. Example: true
o QuotaGB: A long integer indicating the maximum amount of Gigabytes to allocate to this user. Example:
admin@example.com

o ForceVersioned: A boolean indicating whether or not to force all user-created folders to be versioned. Example: false
o EnableOffline: A boolean indicating whether or not to give the user the option to make offline folders. Example: false
o SendWelcomeEmail: A boolean indicating whether or not to send the user a welcome email based on the template
specified under the Tenant's branding settings. Example: false

<?xml version="1.0" encoding="UTF-8"7?>
<CreateNativeUser xmlns="http://tempuri.org/">
<DomainId>48c7d6fa-6646-4614-8f81-f8a7e2544a8b</DomainId>
<FirstName>John</FirstName>
<LastName>Smith</LastName>
<BEmail>admin@example.com</Email>
<Password>MyP@sswOrd!</Password>
<CreateDefaultDir>false</CreateDefaultDir>
<QuotaGB>2</QuotaGB>
<ForceVersioned>false</ForceVersioned>
<EnableOffline>false</EnableOffline>




<SendWelcomEmail>false</SendWelcomEmail>
</CreateNativeUser>

Response:

{

"Success": true,

"Reason": "",

"Context": "",

"Contextl": "",

"Context2": "",

"Guid": "7b371c01-2bbc-4b24-8135-8f8fa6682767",
"LapseSeconds": 0

}

6.a.4 - Change a User's First/Last Names

Changes the first and/or last name for a given User ID (GUID).
Request:

* Endpoint URL: /namespace/n.svc/changeusername
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o ChangeUserName: XML Object containing the following properties.

o Userld: The Global Unique Identifier for the user. Example: 7b371c01-2bbc-4b24-8135-8f8fa6682767
o FirstName: A first name. Example: Bob

o LastName: A last name. Example: Smith

<?xml version="1.0" encoding="UTF-8"?>
<ChangeUserName xmlns="http://tempuri.org/">
<UserId>48c7d6fa-6646-4614-8f81-f8a7e2544a8b</UserId>
<FirstName>Bob</FirstName>

<LastName>Smith</LastName>

</ChangeUserName>

Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": ""

}

6.a.5 - Reset User Password

Resets the password for a given username. This function only works with native users.




Request:

* Endpoint URL: /namespace/n.svc/jsonresetpwd
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o ResetUserPassword: XML Object containing the following properties.
o UserName: The login username of the user. This is usually the email. Example: user@example.com
o Password: A new plain-text password. Example: MyP@sswOrd!

<?xml version="1.0" encoding="UTF-8"?>
<ResetUserPassword xmlns="http://tempuri.org/">
<UserName>user@example.com</UserName>
<Password>MyP@sswOrd!</Password>
</ResetUserPassword>

Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": ""

}

6.a.6 - Change a User's Active Directory UPN (User Principal Name)

Updates the user principal name in the CentreStack application if you have changed it in Active Directory.
Request:

* Endpoint URL: /namespace/n.svc/jsonchangeupn

e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o ResetUserPassword: XML Object containing the following properties.
o UserName: The global unique identifier of the user. Example: 70a3d6fa-2345-1612-6f84-g8a7f2142a5c
o NewUpn: A User Principal Name. Example: bob@exampledomain.local

<?xml version="1.0" encoding="UTF-8"?>
<JsonChangeUserUpn xmlns="http://tempuri.org/">
<UserId>70a3d6fa-2345-1612-6£84-g8a7f2142a5c</UserId>




<NewUpn>bob@exampledomain.local</NewUpn>
</JsonChangeUserUpn>

Response:

{

"Success": true,
"Reason": null,
"Context": "",
"Contextl": "",
"Context2": ""

}

6.a.7 - Change a User's Email Address

Changes the email address for a given user.

Request:

* Endpoint URL: /namespace/n.svc/jsonchangeemail
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o JsonChangeUserEmail: XML Object containing the following properties.
o Userld: The global unique identifier of the user. Example: 48c7d6fa-6646-4614-8f81-f8a7e2544a8b
o NewEmail: The new email address. Example: bob@example.com

<?xml version="1.0" encoding="UTF-8"?>
<JsonChangeUserEmail xmlns="http://tempuri.org/">
<UserId>48c7d6fa-6646-4614-8f81-f8a7e2544a8b</UserId>
<NewEmail>johndoe2@example.com</NewEmail>
</JsonChangeUserEmail>

Response:

{

"Success": true,
"Reason": null,
"Context": "",
"Contextl": "",
"Context2": ""

}

6.a.8 - Change a User's Storage Size

Sets the storage size limit in Gigabytes for a given User ID (GUID).

Request:

* Endpoint URL: /namespace/n.svc/setuserstorageplangb

* HTTP-Method: POST




* Response Format: application/json
* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o JsonChangeUserEmail: XML Object containing the following properties.
o Userld: The global unique identifier of the user. Example: 48c7d6fa-6646-4614-8f81-f8a7e2544a8b
o GBCount: A long integer indicating the maximum number of Gigabytes to allocate to this user. Example: 1

<?xml version="1.0" encoding="UTF-8"7?>
<SetUserStoragePlanGB xmlns="http://tempuri.org/">
<UserId>48c7d6fa-6646-4614-8f81-f8a7e2544a8b</UserId>
<GBCount>1</GBCount>

</SetUserStoragePlanGB>

Response:

{

"Success": true,
"Reason": null,
"Context": "",
"Contextl": "",
"Context2": ""

}

6.a.9 - Delete a User

Deletes a user from the database, with an option to keep the user's personal files in the backend storage.
Request:

* Endpoint URL: /namespace/n.svc/jsondeleteuser

e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o DeleteUser: XML Object containing the following properties.
o Userld: The global unique identifier of the user. Example: 48c7d6fa-6646-4614-8f81-f8a7e2544a8b
o PurgeStoage: A boolean indicating whether or not to purge the user's files. Example: false

<?xml version="1.0" encoding="UTF-8"?>

<DeleteUser xmlns="http://tempuri.org/">
<UserId>48c7d6fa-6646-4614-8f81-f8a7e2544a8b</UserId>
<PurgeStoage>false</PurgeStoage>

</DeleteUser>




Response:

{

"Success": true,
"Reason": null,
"Context": "",
"Contextl": "",
"Context2": ""

}

6.a.10 - Disable a User

Disables a user so he/she is not able to access the system.
Request:

* Endpoint URL: /namespace/n.svc/jsondisableuser
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o DisableUser: XML Object containing the following properties.
o Userld: The global unique identifier of the user. Example: 48c7d6fa-6646-4614-8f81-f8a7e2544a8b

<?xml version="1.0" encoding="UTF-8"?>
<DisableUser xmlns="http://tempuri.org/">
<UserId>48c7d6fa-6646-4614-8f81-f8a7e2544a8b</UserId>

</DisableUser>
Response:

{

"Success": true,
"Reason": null,
"Context": "",
"Contextl": "",
"Context2": ""

}

6.a.11 - Enable a User

Reactivates a user who is currently disabled.

Request:

e Endpoint URL: /namespace/n.svc/jsonenableuser
* HTTP-Method: POST

* Response Format: application/json

e Headers:




°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o EnableUser: XML Object containing the following properties.
o Userld: The global unique identifier of the user. Example: 48c7d6fa-6646-4614-8f81-f8a7e2544a8b

<?xml version="1.0" encoding="UTF-8"?>

<EnableUser xmlns="http://tempuri.org/">
<UserId>48c7d6fa-6646-4614-8f81-f8a7e2544a8b</UserId>
</EnableUser>

Response:

{

"Success": true,
"Reason": null,
"Context": "",
"Contextl": "",
"Context2": ""

}

6.a.12 - Update a User's Storage Configuration

Sets the storage configuration for a given User ID (GUID).

Request:

* Endpoint URL: /namespace/n.svc/jsonupdateuserstorageconfig
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o UpdateUserStorageConfig: XML Object containing the following properties.

o Userld: The global unique identifier of the user. Example: 48c7d6fa-6646-4614-8f81-f8a7e2544a8b

o StorageConfig: A StorageDescriptor XML object encoded as a UTF8 string and then converted to Base 64 for HTTP
transmission. Please refer to the documentation on the jsoncreatetenant endpoint (Create a Tenant) for a full description
of the StorageConfig property.

<?xml version="1.0" encoding="UTF-8"7?>

<UpdateUserStorageConfig xmlns="http://tempuri.org/">
<UserId>48c7d6fa-6646-4614-8f81-f8a7e2544a8b</UserId>
<StorageConfig>PFNOb3JhZ2VEZXNJcmlwdGOyPixOYW11PIQxZWQ2YZzI2LWQ1ZjgtNDIOZ1i1hMzEXLWJIiNGZm
ODgxNDBINTwvTmFtZT48R3VPZD4 OMWVKNmMMyNi1kNWY4LTQyNGYtYTMxMS11YjRmZjg4MTQwZTU8L0d1aWQ+PEV
uZHBvaW50Pmh0dHA6LYy9sb2NhbGhvc3Q60DA4AMCIONbGFkZm]l sZXN2¢ci9mLnN2Yy88LOVUZHBvaWs0PjxTZXJ2aW
N1VH1wZT45PCO9TZXJ2aWN1VHIwZT48UXVvdAGE+MDwvUXVvdAGE+PEV4cGlyZT450TkS5LTEYLTMxIDIzOjUS0jUSW
JWwVvRXhwaXJ1PjxOYW11QWxpYXMgLz48VXN1ckShbWU+YWRtaWSpc3RyYXRvckBleGFtceGx1LmxvY2FsPCO9Vc2Vy
TmFtZT48U2VicmVOS2V5PnR1c3Q0xMIJME8LIN1Y3J1dEt1eT48QnVja2VOIC8+PEFjY2VzclBvaW50PlxcdmFsdGV
yZGVza3RvcEFxzaGFyZWS5hbWUSLOF]jY2VzclBvaW50PjxJbXBlecnNvbmF0aWOuTWIOKZTSTZXNzaWOuSWlwzXJzb2
5hdGU8L01tcGVyc29uYXRpb25Nb2RIPIxWZXJzaWOuZWO+ZmEFsc2U8L1Z1cnNpb251Z2D48SW5wbGFjZVZ1lcnNpb
25172D50cnV1PCOJIbnBsYWN1VmVyc2lvbmVkPjxJcORpc)omYWxzZTwvSXNEaXI+PERhdAGFBAFJ1lc3RFbmNyeXBO0




aW9uPmZhbHN1PCIEYXRhQXRSZXNORWS5jcnlwdGlvbj48LINOb3JThZ2VEZXNG cmlwdGIyPg==</StorageConfig
>

</UpdateUserStorageConfig>

Response:

{

"Success": true,
"Reason": null,
"Context": "",
"Contextl": "",
"Context2": ""

}

6.a.13 - Create a Proxied AD User

Imports a user from a remote Active Directory that is connected to the CentreStack server via the Server Agent software.
Request:

* Endpoint URL: /namespace/n.svc/jsonimportuserbyupn

* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o JsonAddProxiedUser: XML Object containing the following properties.
o email: A valid email address. This will also be used as the login username. Example: user@example.com
o sid: Avalid user ID from Active Directory. Example: S-1-5-21-2998206365-3271944564-4074028866-1137

<?xml version="1.0" encoding="UTF-8"7?>

<ImportAdUserByUPN xmlns="http://tempuri.org/">
<UserUPN>bob@exampledomain.local</UserUPN>

<StoragePlan>1</StoragePlan>
<StorageConfig>PFNOb3JhZ2VEZXNJcmlwdGOyPixOYW11PIQxZWQ2YZzI2LWQ1ZjgtNDIOZ1i1hMzEXLWJIiNGZm
ODgxNDBINTwvTmFtZT48R3VpZD4 OMWVKNmMMyNi1kNWY4LTQyNGYtYTMxMS11YjRmZjg4MTQwZTU8L0d1aWQ+PEV
uZHBvaW50Pmh0dHA6LYy9sb2NhbGhvc3Q60DA4AMCIONbGFkZm]l sZXN2¢ci9mLnN2Yy88LOVUZHBvaWs0PjxTZXJ2aW
N1VH1wZT45PCO9TZXJ2aWN1VHIwZT48UXVvdAGE+MDwvUXVvdAGE+PEV4cGlyZT450TkS5LTEYLTMxXxIDIzOjUS0jJUSW
JWwVRXhwaXJ1PjxOYW11QWxpYXMgLz48VXN1ckShbWU+YWRtaWSpc3RyYXRvckBleGFtceGx1LmxvY2FsPCO9Vc2Vy
TmFtZT48U2VicmV0OS2V5PnR1c3QxMIME8LIN1Y3J1dEt1eT48QnVja2VOIC8+PEFjY2VzclBvaW50PlxcdmFsdGV
yZGVza3RvcEFxzaGFyZWS5hbWUSLOFjY2VzclBvaW50PjxJbXBlenNvbmEF0aWOuTWIOkZTSTZXNzaWOuSWlwZXJzb2
5hdGU8L01tcGVyc29uYXRpb25Nb2RIPIxWZXJzaWOuZWO+ZmEFsc2U8L1Z1cnNpb251Z2D48SW5wbGFjZVZ1lcnNpb
25172D50cnV1PCSJIbnBsYWN1VmVyc2lvbmVkPjxJcORpc)omYWxzZTwvSXNEaXI+PERhdAGFBAFJ1lc3RFbmNyeXBO0
aW9uPmZhbHN1PCIEYXRhOXRSZXNORWS5cnlwdGlvbj48L1INOb3JhZ2VEZXNGcmlwdG9yPg==</StorageConfig
>

</ImportAdUserByUPN>

Response:

{

"Success": true,
"Reason": ll",

"Context": "",




"Contextl": "",

"Context2": "",

"Guid": "9379e92d-167b-4552-978d-ac47£9595075",
"LapseSeconds": O

}

6.b - Group Functions

6.b.1 - Create New Group

Creates a new group under a tenant.

Request:

¢ Endpoint URL: /namespace/n.svc/jsoncreategroup
e HTTP-Method: POST

* Response Format: application/json

* Headers:

° Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o JsonCreateGroup: XML Object containing the following properties.

o Tenantld: The global unique identifier of the tenant that you want to query. Example: fee6f7ad-5cf6-4b55-9b4f-
7400908be0ff

o GroupName: The name for the new group. Example: HR Department

o GroupUsers: An optional string formatted as: [user ID],[user email],[first and last name]. Multiple users can be
separated by a newline character escaped for XML transmission (&#013).

<?xml version="1.0" encoding="UTF-8"7?>

<JsonCreateGroup xmlns="http://tempuri.org/">
<TenantId>fee6f7ad-5cf6-4b55-9b4£f-7400908be0ff</TenantId>

<GroupName>My New Group</GroupName>
<GroupUsers>ad21898a-975b-4cO0a-bb8b-5e150acl0£f56,userl@example.com, John
Doe&#013e5022bd4-48d0-4fff-a78a-1f00c80aebla, user2@example.com,Bob Smith</GroupUsers>
</JsonCreateGroup>

Response:

{

"Success": true,
llReason": ll",
"Context": "",
"Contextl": "",
"Context2": ""

}

6.b.2 - Delete a Group

Deletes a group from under a tenant.

Request:

e Endpoint URL: /namespace/n.svc/jsondeletegroup




* HTTP-Method: POST
* Response Format: application/json
* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o JsonDeleteGroup: XML Object containing the following properties.

o Tenantld: The global unique identifier of the tenant. Example: fee6f7ad-5cf6-4b55-9b4f-7400908beOff

o Groupld: The global unique identifier of the group that you want to delete. Example: 39484fd1-9103-4a0c-8924-
ca2c3f0c1b89

<?xml version="1.0" encoding="UTF-8"?>

<JsonDeleteGroup xmlns="http://tempuri.org/">
<TenantId>fee6f7ad-5cf6-4b55-904f-7400908be0ff</TenantId>
<GroupId>39484fdl1-9103-4a0c-8924-ca2c3f0clb89</Groupld>
</JsonDeleteGroup>

Response:

{

"Success": true,
"Reason" - mwwn

. ’
"Context": "",
"Contextl": "",
llConteXtZIl - mwn

}

6.b.3 - Add a User to a Group

Adds an existing user to an existing group.

Request:

* Endpoint URL: /namespace/n.svc/jsonaddusertogroup
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o JsonAddUserToGroup: XML Object containing the following properties.

o Tenantld: The global unique identifier of the tenant. Example: fee6f7ad-5cf6-4b55-9b4f-7400908beOff

o Groupld: The global unique identifier of the group. Example: 39484fd1-9103-4a0c-8924-ca2c3f0c1b89

o Userld: The global unique identifier of the user who you want to add to the group. Example: 6ffd0fb7-a7e5-4980-89b1-
fd04b7f63bfb

<?xml version="1.0" encoding="UTF-8"7?>
<JsonAddUserToGroup xmlns="http://tempuri.org/">
<TenantId>fee6f7ad-5cf6-4b55-9b4£-7400908be0ff</TenantId>
<GroupId>39484fd1-9103-4a0c-8924-ca2c3f0clb89</Groupld>




<UserId>6ffd0fb7-a7e5-4980-89b1-fd04b7f63bfb</UserId>
</JsonAddUserToGroup>

Response:

{

"Success": true,
"Reason": Il",
"Context": "",
"Contextl": "",
"Context2": ""

}

6.b.4 - Removes a User from a Group

Removes a User from a Group.

Request:

* Endpoint URL: /namespace/n.svc/jsondeleteuserfromgroup
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:

o JsonDeleteUserFromGroup: XML Object containing the following properties.

o Tenantld: The global unique identifier of the tenant. Example: fee6f7ad-5cf6-4b55-9b4f-7400908be0ff

o Groupld: The global unique identifier of the group. Example: 39484fd1-9103-4a0c-8924-ca2¢3f0c1b89

o Userld: The global unique identifier of the user who you want to remove from the group. Example: 6ffd0fb7-a7e5-4980-
89b1-fd04b7f63bfb

<?xml version="1.0" encoding="UTF-8"7?>
<JsonDeleteUserFromGroup xmlns="http://tempuri.org/">
<TenantId>fee6f7ad-5cf6-4b55-90b4f-7400908be0ff</TenantId>
<GroupId>39484fdl1-9103-4a0c-8924-ca2c3f0clb89</Groupld>
<UserId>6ffd0fb7-a7e¢5-4980-890b1-fd04b7f63bfb</UserId>
</JsonDeleteUserFromGroup>

Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": ""

}

6.b.5- Renames a Group

Renames an existing group.




Request:

* Endpoint URL: /namespace/n.svc/jsonsetgroupname
e HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

e Body:

o JsonSetGroupName: XML Object containing the following properties.

o Tenantld: The global unique identifier of the tenant. Example: fee6f7ad-5cf6-4b55-9b4f-7400908beOff
o Groupld: The global unique identifier of the group. Example: 39484fd1-9103-4a0c-8924-ca2c3f0c1b89
o GroupName: The new group name. Example: Accounting

<?xml version="1.0" encoding="UTF-8"?>

<JsonSetGroupName xmlns="http://tempuri.org/">
<TenantId>fee6f7ad-5cf6-4b55-904f-7400908be0ff</TenantId>
<GroupId>39484fdl1-9103-4a0c-8924-ca2c3f0clb89</Groupld>
<GroupName>Accounting</GroupName>

</JsonSetGroupName>

Response:

{

"Success": true,
"Reason": "",
"Context": "",
"Contextl": "",
"Context2": ""

}

6.c - Guest Account Functions

6.c.1 - Create a Guest User

Creates a guest account that can be used for sharing files/folders.
Request:

* Endpoint URL: /namespace/n.svc/jsoncreateguestuser
* HTTP-Method: POST

* Response Format: application/json

* Headers:

°o Content-Type: application/xml
o x—-glad-token: [Cookie value from jsonlogin here]

¢ Body:




o CreateGuestUser: XML Object containing the following properties.

o Domainld: The global unique identifier of the tenant. Example: fee6f7ad-5cf6-4b55-9b4f-7400908beOff

o FirstName: The first name. Example: John

o LastName: The last name. Example: Smith

o Email: Avalid email address. Example: user@example.com

o Password: A password for the guest account. Example: MyP@sswOrd!

o SendWelcomEmail: A boolean to instruct the system to send a welcome email to the user. Example: true

<?xml version="1.0" encoding="UTF-8"?>

<CreateGuestUser xmlns="http://tempuri.org/">
<DomainId>fee6f7ad-5cf6-4b55-9b4f-7400908be0ff</DomainId>
<FirstName>John</FirstName>

<LastName>Smith</LastName>
<Email>user@example.com</Email>
<Password>MyP@sswOrd!</Password>
<SendWelcomEmail>true</SendWelcomEmail>
</CreateGuestUser>

Response:

{

"Success": true,

"Reason": "",

"Context": "",

"Contextl": "",

"Context2": "",

"Guid": "9379e92d-167b-4552-978d-ac47£9595075",
"LapseSeconds": 0

}

7 - System Management

7.a - Diagnostic Functions

7.a.1 - Get Node Performance Information

Returns a snapshot of the current resources in use for a particular node. This information may be helpful to diagnose
performance or outage problems.

Request:
* Endpoint URL: /namespace/n.svc/jsonnodeperf
* HTTP-Method: GET
* Response Format: application/json
* Headers:
o x—-glad-token: [Cookie value from jsonlogin here]
¢ Body:

Not applicable




Response:

{

"Success": true,

"Reason": "",

"Context": "",

"Contextl": "",

"Context2": "",

"CacheInfo": "User List Count:2, Domain List Count:1,

count:4",

"RequestCount": O,
"TotalRequestCount": 299,
"FireChangesQueuelLength": 0,
"HighPriorityDirCount": 2,
"HighPriorityQueueDropCount": O,
"LowPriorityDirCount": 278,
"LowPriorityQueueDropCount": 5,
"PendingCompleteNodeRequests": 0,
"PendingHighPriorityDirRequest": O,
"PendingLowPriorityDirRequest": O,
"PendingNodeRequests": O,
"PollStatusQueuelLength": O,
"RegisteredClientCount": 0,
"RequestTime": 1171,
"SizeReportQueuelLength": 0,
"UploadQueueLength”": 0,
"WinUpgradeCount": 1,

"NodeName": "nodel"

}

User Cache Count:3,

allocated

7.a.2 - Get Cluster Performance Information

Returns a snapshot of the current resources in use for a particular node. This information may be helpful to diagnose

performance or outage problems.

Request:

¢ Endpoint URL: /namespace/n.svc/clusterperf
e HTTP-Method: GET

¢ Response Format: application/xml

e Headers:

o x—-glad-token: [Cookie value from jsonlogin here]

e Body:
Not applicable

Response:

<GetClusterPerformanceResponse xmlns="http://tempuri.org/">
<GetClusterPerformanceResult xmlns:i="http://www.w3.0rg/2001/XMLSchema-instance">

<Success xmlns="">false</Success>
<Reason xmlns=""/>

<Context xmlns=""/>

<Contextl xmlns=""/>

<Context2 xmlns=""/>




<PerfMonCounters xmlns="">

<NodePerfMon>

<LastReportStr>6 seconds ago</LastReportStr>

<CPU>0</CPU>

<RequestTime>731</RequestTime>

<Requests>0</Requests>

<TotalRequests>310</TotalRequests>

<NodeName>mypc</NodeName>
<ChangeNotificationQLength>0</ChangeNotificationQLength>
<PendingCompleteNodeRequestsLength>0</PendingCompleteNodeRequestsLength>
<PendingNodeRequests>0</PendingNodeRequests>
<PollStatusQueuelength>0</PollStatusQueuelLength>
<RegisteredClientCount>0</RegisteredClientCount>
<PendingDirRequestInHighPriorityQueue>0</PendingDirRequestInHighPriorityQueue>
<PendingDirRequestInLowPriorityQueue>0</PendingDirRequestInLowPriorityQueue>
</NodePerfMon>

</PerfMonCounters>

</GetClusterPerformanceResult>

</GetClusterPerformanceResponse>

7.b - Miscellaneous Functions
7.b.1 - Check for Desktop Client Updates

Checks if a newer version of a desktop client has been published.
Request:
* Endpoint URL: /namespace/n.svc/jsoncheckupdate
e HTTP-Method: GET
* Response Format: application/json
* Headers:
o x—-glad-token: [Cookie value from jsonlogin here]
e Body:

o JsonUpdateCheck: XML Object containing the following properties.

o ProductType: One of the following predefined strings. Please make sure to include the colon at the end of the stirng:
"WindowsClient:", "ServerAgent:", "MacClient:"

o ProductVersion: The full version of your curret client. Example: 9.1.2423.40381

° |Is64Bit: A boolean indicating whether the software is for a 64 bit system. If false, it is assumed to be for a 32 bit system.
Example: true

<?xml version="1.0" encoding="UTF-8"7?>

<JsonUpdateCheck xmlns="http://tempuri.org/"> <ProductType>WindowsClient:</ProductType>
<ProductVersion>8.10.2351.39808</ProductVersion>

<Is64Bit>true</Is64Bit>

</JsonUpdateCheck>

Response:

{

"Success": true, "Reason": "", "Context": "", "Contextl": "", "Context2": "",

"PublishedVersion": "9.1.2421.40363",




"TaskList":
[
{
"Name": "replacewithzip",

"Value": "http://nodel.example.com/portal/Pkgs/windowspkg.zip",

"NvGuid": "00000000-0000-0000-0000-000000000000"™, "UserGuid": "00000000-0000-0000-0000-
0ooooo000000Q"™, M"Id": O,

"LastAccessTime": "/Date(1517435244802-0500) /"

by

{

"Name": "rename",

"Value": "GladinetDDHandler64.dll\tGladinetDDHandler.dl1l", "NvGuid": "00000000-0000-
0000-0000-000000000000", "UserGuid": "00000000-0000-0000-0000-000000000000™",
n"Tdqn. O,

"LastAccessTime": "/Date (1517435244802-0500) /"

by

{

"Name" : "rename",

"Value": "GladinetShellProxy64.dl1\tGladinetShellProxy.dl1l"™, "NvGuid": "00000000-0000-
0000-0000-000000000000"™, "UserGuid": "00000000-0000-0000-0000-0000000000C00",

"Id": 0,

"LastAccessTime": "/Date(1517435244802-0500) /"

bo

{
"Name": "rename",

"Value": "GlCopyHandler64.dl11\tGlCopyHandler.dl1l", "NvGuid": "00000000-0000-0000-0000-
000000000000", "UserGuid": "00000000-0000-0000-0000-000000000000™, "Id": O,
"LastAccessTime": "/Date (1517435244802-0500) /"

}I

{
"Name": "rename",

"Value": "GlOverlayIcon64.dll\tGlOverlayIcon.dl1l", "NvGuid": "00000000-0000-0000-0000-
000000000000", "UserGuid": "00000000-0000-0000-0000-000000000000™, "Id": O,

"LastAccessTime": "/Date(1517435244802-0500) /"

bo

{

"Name": "rename",

"Value": "GlOverlayIconC64.dl1\tGlOverlayIconC.dl1l", "NvGuid": "00000000-0000-0000-
0000-000000000000", "UserGuid": "00000000-0000-0000-0000-0000000000Q0Q"™, ™Id": O,
"LastAccessTime": "/Date (1517435244802-0500) /"

bo

{

"Name": "rename",

"Value": "GlOverlayIconE64.d11\tGlOverlayIconE.dl1l", "NvGuid": "00000000-0000-0000-
0000-000000000000"™, "UserGuid": "00000000-0000-0000-0000-00000000000Q™, "Id": O,

"LastAccessTime": "/Date(1517435244802-0500) /"

bo

{

"Name": "rename",

"Value": "GlOverlayIconU64.dl11\tGlOverlayIconU.dl1l", "NvGuid": "00000000-0000-0000-
0000-000000000000", "UserGuid": "00000000-0000-0000-0000-000000000000"™, '"Id": O,
"LastAccessTime": "/Date (1517435244802-0500) /"

bo

{

"Name": "rename",

"Value": "WosHiddenLauncher64.exe\tWosHiddenLauncher.exe", "NvGuid": "00000000-0000-
0000-0000-000000000000"™, "UserGuid": "00000000-0000-0000-0000-0000000000C0C0",

"Id": 0,

"LastAccessTime": "/Date(1517435244802-0500) /"




by
{
"Name": "exec",

"Value": "GladSetup.exe",

"NvGuid": "00000000-0000-0000-0000-000000000000", "UserGuid": "00000000-0000-0000-0000-
000000000000", "Id": O,

"LastAccessTime": "/Date(1517435244802-0500) /"

}
I

"UpdateStatus": "optionalupdate"
}




